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Ciao! I am Daniele Antonioli

● Asst. Prof at EURECOM (French riviera, 🏖, 🏔)
○ Software and System Security (S3) group 

● Research applied security and privacy
○ Protocols (Bluetooth, Wi-Fi, DP3T/GAEN, proprietary, …)
○ CPS (E-scooters, fitness trackers, EV charging, ICS, IIoT, …)
○ Tracking (browsers, mobile apps, …)
○ More at https://francozappa.github.io
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https://www.s3.eurecom.fr/
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EURECOM Consortium
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EURECOM Location
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A Legacy Vehicle

● Hardware and mechanical centric
○ Torque, speed, hp, …

● Static
○ Leaves the factory with all features
○ Not connected/upgradable (costly recall)

● No security by-design
○ Unprotected CAN bus
○ Vulnerable ECU firmware
○ Trackable TPM
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A Software-Defined Vehicle (SDV)

● Software and electronics centric
○ Assisted driving, apps, vision, IVI, …

● Dynamic
○ Vehicle is a smartphone on wheels
○ Upgradable subsystems
○ Always connected (Cellular, Wi-Fi, BT, …)

● Some security by design
○ CAN segmentation, automotive ethernet
○ Hardened ECU (secure OS, hypervisor)
○ Security updates
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Vehicle Attack Surface is Growing

● Legacy
○ CAN bus
○ ECU firmware

● SDV (includes also legacy)
○ IVI (Android, proprietary OS, …)
○ Backend (supply chain, upgrade, APIs, …)
○ Driving (vision, lidar, radar, …)
○ Connect (keyl, BT, NFC, Wi-Fi, OBD, V2V…)
○ Companion apps (vendor, 3rd party, …)
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Vehicle Attack Surface is Growing (2)

● Huge impacts
○ Confidentiality, integrity, availability, privacy, safety

● Trending vectors (as IT and IoT)
○ Remote (backend, app, telematics, …)
○ Proximity (Wi-Fi, BT, NFC, …) 

● Affected Industries
○ OEM, Tier-1/2, electric vehicles, fleet management, trains, car 

sharing, car rental, car dealer, …

8Daniele Antonioli - Automotive Bluetooth Security



Research paper presented in this talk (more)
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https://francozappa.github.io/publication/2022/btcar/


Infotainment units (IVI) supports Bluetooth
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Common IVI Bluetooth Services
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IVI Bluetooth Security Research ?
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● Implementation Level Bluetooth Threats (ILBT)
○ Mature research area (buffer overflows, use after free, …)
○ See Salinas IVI RAT exploiting D-Bus, Bluetooth and SMS

● Protocol Level Bluetooth Threats (PLBT)
○ Unexplored and impactful (portable attacks)
○ See KNOB key downgrade and BIAS impersonation

https://www.youtube.com/watch?v=husScwBRJn0&t=286s
https://francozappa.github.io/publication/2019/knob/
https://francozappa.github.io/publication/2020/bias/


Bluetooth Security 101

13Daniele Antonioli - Automotive Bluetooth Security

● Roles
○ Central initiates the secure connection (e.g., car)
○ Peripheral respond (e.g., smartphone)
○ Role can be swapped

● Pairing
○ Pairing key agreement 
○ Opt authenticated with user interaction 

● Session establishment
○ Session key agreement
○ Session uses authenticated encryption



Automotive Bluetooth Case study
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● Focus on session establishment attacks
○ Try to impersonate a smartphone to an IVI
○ Try to impersonate an IVI to a smartphone
○ Try to MitM them

● These attacks are impactul and scalable
○ Can be tested against any IVI
○ Can break confidentiality, integrity, and authenticity



Bluetooth Session Establishment
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1. Authenticate the pairing key
2. Negotiate a session key
3. Encrypt the traffic with the session key
4. Use Bluetooth services (audio, calls, Internet, …)



Bluetooth Impersonation Attack
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1. Start a session while spoofing the trusted phone  
2. Skip pairing key authentication (BIAS attack)
3. Negotiate a low entropy session key and brute force it 

(KNOB attack)



Bluetooth MitM Attack
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1. BIAS+KNOB to spoof smartphone to car
2. BIAS+KNOB to spoof car to smartphone 
3. Machine-in-the-middle (MitM) their connection



Evaluation setup (ala Car Hacking for poories)
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● Lab experiments
○ Buy popular IVIs second-hand
○ Power them up in the lab
○ Evaluate them against PLBTs

● On-the-road experiments
○ Drive our cars to a safe environment
○ Evaluate them against PLBTs

● Testing equipment
○ power supply, cables, laptop, devboards, …

https://ioactive.com/pdfs/IOActive_Car_Hacking_Poories.pdf
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All tested IVIs are vulnerable to BIAS+KNOB 
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Lab OtR
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IVIs pairing caps are OK, session caps are NOT
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Lab OtR
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More? Watch the full seminar I gave to ASRG

http://www.youtube.com/watch?v=tqln99BHUzU


Conclusion. Thanks for your time. Q&A
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● Vehicles attack surfaces are growing
● Bluetooth is relatively unexplored and need further research
● Stay tuned because we have a paper under submission 

about the first large-scale security evaluation of automotive 
Bluetooth


