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Abstract. In this work, we compare the performance of a passive eavesdropper in 802.11b/n/ac WLAN networks. In particular, we investigate
the downlink of 802.11 networks in infrastructure mode (e. g. from an
access point to a terminal) using Commercial-Of-The-Shelf (COTS) devices. Recent 802.11n/ac amendments introduced several physical and
link layer features, such as MIMO, spatial diversity, and frame aggregation, to increase the throughput and the capacity of the channel. Several
information theoretical studies state that some of those 802.11n/ac features (e. g. beamforming) should provide a degradation of performance
for a passive eavesdropper. However, the real impact of those features
has not yet been analyzed in a practical context and experimentally
evaluated. We present a theoretical discussion and a statistical analysis
(using path loss models) to estimate the effects of such features on a
passive eavesdropper in 802.11n/ac, using 802.11b as a baseline. We use
Signal-to-Noise-Ratio (SNR) and Packet-Error-Rate (PER) as our main
metrics. We compute lower and upper bounds for the expected SNR difference between 802.11b and 802.11n/ac using high-level wireless channel
characteristics. We show that the PER in 802.11n/ac increases up to 98%
(compared to 802.11b) at a distance of 20 meters between the sender and
the eavesdropper. To obtain a PER of 0.5 in 802.11n/ac, the attacker’s
maximal distance is reduced by up to 129.5 m compared to 802.11b.
We perform an extensive set of experiments, using COTS devices in an
indoor office environment, to verify our theoretical estimations. The experimental results validate our predicted effects and show that every
amendment add extra resiliency against passive COTS eavesdropping.
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Introduction

In the last decade, wireless network communication has grown tremendously
mainly due to standards such as UMTS (3G) and LTE (4G) for cellular networks
and IEEE 802.11 (WLAN) for wireless networks. Cisco estimated that in 2017,
68% of all Internet traffic will be generated by wireless devices [5]. As a result,

it can be expected that a majority of sensitive communication services, such as
mobile banking and online payments will involve wireless networks. Indeed, it
is paramount to secure the broadcast wireless channel against eavesdroppers to
protect the confidentiality and integrity of the information.
In this work, we present a theoretical discussion, a numerical analysis (using
path loss models), and a practical evaluation of passive eavesdropping attacks
targeting several 802.11 (WLAN) networks. Recent 802.11n/ac amendments introduced interesting physical layer and link layer features such as Multiple-InputMultiple-Output (MIMO), spatial diversity (e. g. CSD, TxBF, STBC) , spatial
multiplexing (e. g. MU-TxBF), dual-band antennas3 and frame aggregation [14].
It is believed that some of those features, that were developed mainly to increase the robustness and throughput of the channel might also degrade the
performance of a passive eavesdropper. We would like to investigate this claim
and experimentally measure whether this degradation happens or not in practice
in a simple but yet realistic scenario (e. g. eavesdropping WLAN networks with
COTS devices).
Several theoretical discussions have already been presented about passive and
active eavesdropping in the wireless channel. The seminal work by Wyner [31]
started the wiretap channel research track that has been extended to Gaussian [16], fading [10], and MIMO [20] channels. This set of papers studies asymptotic conditions that very rarely happen in practice. Recently, special attention
was given to MIMO and beamforming as a defense mechanism against passive
eavesdropping [25, 32, 22]. However, those works do not focus on 802.11 and they
consider only a subset of the 802.11 features. There are also some alternative
techniques already proposed against passive eavesdropping including multi-user
cooperative diversity and the use of artificial noise [8, 33, 19]. However, those
techniques are neither listed in any 802.11 standards nor implemented in any
COTS device.
In this paper, we investigate the disadvantages that a passive eavesdropper
has to face when attacking the downlink of an 802.11n/ac (MIMO) network
versus an 802.11b (SISO) network. We focus on 802.11 networks in infrastructure
mode (e. g. an access point connecting several laptops to the Internet) that use
Commercial-Of-The-Shelf (COTS) devices. In particular, we compare three of
the most widely used 802.11 amendments: b, n, and ac. We look at the downlink
(e. g. traffic from the access point to the terminals) because it is the link that
supports most of the advanced features of 802.11n/ac (e. g. spatial diversity and
spatial multiplexing). We use 802.11b as a baseline. Our attacker model choice
is explained in detail in Section 3.1, and a brief discussion about a stronger
attacker model is presented in Section 4.5.
In our theoretical discussion, we estimate lower and upper bounds for the expected Signal-to-Noise-Ratio (SNR) disadvantage of an eavesdropper in 802.11n
and ac compared to 802.11b. We numerically derive the expected Packet-ErrorRate (PER) of the intended receiver and the eavesdropper with respect to their
distances to the sender. Finally, we present an 802.11b/n/ac downlink empirical
3

In this work we always use the word antennas rather than antennae.

evaluation using COTS devices. After the experiments, we are able to confirm
that in 802.11n/ac networks, the PER of the eavesdropper increases with respect
to her distance to the sender, given a minimum distance between the attacker
and the intended receiver.
We summarize our contributions as follows:
– We derive the theoretically expected eavesdropper’s SNR disadvantage (in
dB), for attacks using COTS radios, in 802.11b/n/ac downlinks.
– We discuss how the theoretical SNR disadvantage translates to practical
constraints (e. g. reduced range, higher PER) for the attacker.
– We perform a series of experiments to validate that the expected disadvantage is experienced in practice and that its effects were correctly predicted.
The structure of this work is as follows: in Section 2 we provide the required wireless communications background. In Section 3, we present the system
and attacker models, we compare passive eavesdropping 802.11b and 802.11n/ac
downlinks, and we estimate the SNR and PER disadvantages for a passive eavesdropper in 802.11n/ac. In Section 4, we present our results from a series of eavesdropping experiments that validate our predicted impediments. We summarize
related work in Section 5, and conclude our paper in Section 6.
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Background

We now provide a summary of the important concepts used in this work: the
fading wireless channel, the 802.11b/n/ac amendments, and three wireless communication metrics (SNR, BER, and PER). For additional details, we refer to
influential books such as [23, 9].
2.1

The Fading Wireless Channel

The progression of wireless communication systems evolved around two main
metrics: robustness and throughput. Those metrics are severely influenced by
channel fading. Fading can be described as a random process affecting the quality
of the transmitted wireless signal, by means of attenuation and distortion over
time and frequency. There are three additive phenomena contributing to fading:
path loss, shadowing, and multipath.
Path loss is a large-scale fading event due to the propagation nature of the
electromagnetic waves (that are carrying the useful signal). There are different
path loss models according to the system parameters and the channel environment. For example, in the Free Space Path Loss (FSPL) model the transmitted
power decays quadratically with the distance from the transmitter to the receiver. Shadowing is another large-scale fading event due to the presence of
obstacles between the transmitter and the receiver. There are different ways
to model shadowing such as using a log-normal random variable. Multipath is
a small-scale fading phenomenon that takes into account constrictive and/or
destructive interference at the receiver between direct, reflected and scattered
electromagnetic waves.

Table 1: Relevant 802.11b/n/ac physical layer specifications. fc is the carrier
frequency, λ is the wavelength, sdr is the theoretical maximum throughput of
the channel, nS is the number of maximum independent data streams, TxBF
indicates support for single-user (SU) or multi-user (MU) transmit-beamforming,
di and do are the expected ranges for indoor and outdoor communications.
Technology Modulation fc [GHz] λ [cm] sdr [Mbit/s] nS TxBF di do
b SISO

DSSS

2.4

12.5

11

N/A N/A 35 140

n SU-MIMO

OFDM

2.4, 5

12.5, 6

135

4

SU 70 250

ac MU-MIMO

OFDM

5

6

780

8

MU 35 N/A

There are two well-known fading models that take into account all three
fading aspects: Rayleigh fading for non-line-of-sight (NLOS) environments, and
Rician fading for line-of-sight (LOS) environments. In both cases, each channel
coefficient h is modeled with a complex random number. Each channel coefficient
is providing random attenuation (change in amplitude) and distortion (change
in phase). In the Rayleigh fading model, the real and imaginary parts of h
are modeled with independent identically-distributed (IID) Gaussian random
variables with 0 mean and equal variances and the amplitude of h is Rayleigh
distributed. In the (more generic) Rician fading model, the amplitude of h is
Rice distributed.
2.2

IEEE 802.11 Standard (WLAN)

802.11 is a family of IEEE standards that regulates wireless local area networks
(WLAN) [7]. The standards define the physical layer (PHY), and the link layer
specifications. An example of physical layer specification is the modulation and
coding scheme (MCS) table that lists the supported modulation types, spatial
streams, coding rates, bandwidths and data rates of a given PHY. An example
of link layer specification is the medium access control (MAC) protocol that
governs how the nodes share the wireless medium.
Table 1 lists some relevant physical layer specifications for 802.11b, n, and
ac [14]. 802.11b uses Single-Input-Single-Output (SISO) scheme with directsequence spread spectrum (DSSS) modulation techniques. In contrast, 802.11n
and 802.11ac are Multiple-Input-Multiple-Output (MIMO) schemes, based on
orthogonal frequency division multiplexing (OFDM) modulation techniques. Single user MIMO is supported by 802.11n, while 802.11ac supports multi-user
MIMO. The major advantage in terms of throughput and robustness of the
channel from b to n/ac is given by the usage of multiple radios and antennas
that allows transmitting different independent symbol at the same time (spatial
multiplexing) or the same symbol on multiple antennas at the same time (spatial
diversity). In particular, 802.11n/ac support transmit-beamforming (TxBF) at
the downlink for single user (n) and multiple users (ac). By using TxBF, an
access point can optimize the transmission of the symbols to a device located in

a particular region of space, given an estimate of the condition of the downlink
channel. For a more detailed comparison among the three 802.11 amendments
please refer to [13, 21].
2.3

Wireless Communications Metrics

Here we present the three wireless communication metrics used in our paper:
– The Signal-to-Noise-Ratio (SNR) is the ratio between the power of the useful signal denoted with P , and the noise power σ 2 . It is typically expressed
in decibel dB, and it convertible from logarithmic to linear scale using:
10 log10 SNR = SNRdB .
– The Bit-Error-Rate (BER) is the expected probability of error while decoding 1-bit at the receiver. The BER is not an exact quantity. It can be modeled
and estimated according to different factors such as the modulation/coding
schemes, the fading model and the number of antennas. Typically, 10−6 is
considered a reasonable BER value, i. e. 1-bit error per Mbit.
– The Packet-Error-Rate (PER) is directly proportional to the BER, and it is
N
computed as: PER = 1 − (1 − BER) , where N is the average packet size
in bits. In this work, we assume that one or more bit errors in a packet will
lead to an incorrect link layer checksum. Packets with an incorrect checksum
are not acknowledged by the (legitimate) receiver, and retransmitted by the
sender.

3

Passive 802.11 Downlink Eavesdropping

We start this section introducing the system and attacker models. Then we
present a theoretical discussion and a numerical analysis (based on 802.11 path
loss models) to estimate the SNR and PER disadvantages of a passive eavesdropper in an 802.11n/ac (MISO) downlink, compared to an 802.11b (SISO)
downlink.
3.1

System and Attacker Model

Our system model focuses on the downlink of indoor 802.11b/n/ac networks in
infrastructure mode (e. g. access point that communicates with several wireless
terminals), using Commercial-Of-The-Shelf (COTS) devices. The access point
is equipped with multiple antennas. The intended receiver and the attacker are
equipped either with a single or multiple antennas according to the scenario. We
are looking at the ratio of packets that the attacker successfully eavesdrop on
the physical layer and we are agnostic to any encryption scheme used at the link
layer or above. Attacks on those schemes are possible, but out of the scope of
this work [3, 26]).
The attacker is assumed to be equipotent to the intended receiver in terms of
hardware and software capabilities. In particular, both use COTS devices, with
a similar chipset, driver, feature set, and maximum throughput. With COTS

devices we refer to wireless radios either built into laptops, smartphones, access
point or USB dongles. We do not consider an attacker equipped with a softwaredefined-radio (SDR) or similar devices. We focus on a passive eavesdropper who
wants to capture the downlink packets in real-time using her wireless card in
monitor mode. We are not considering an attacker who is recording and postprocessing the traffic offline. We assume an attacker that is static and we evaluate her eavesdropping performance at different distances from the sender. If
the sender is using beamforming, we assume that the attacker is outside the
beamforming region.
The effectiveness of the attacker is assessed from the Signal-to-Noise-Ratio
(SNR) and the Packet-Error-Rate (PER) at her receiver. We chose PER as metric because we are mainly interested in the relative performance of eavesdropping
on 802.11b vs. 802.11n/ac. As our passive attacker is unable to request retransmissions, the only chance to recover from bit errors would be to find the offending
bit(s) and correct it using a checksum (possibly by brute force). We note that
such corrections are expected to have significant cost for increasing number of
flipped bits, and that the number of flipped bits is expected to quickly increase
with distance. We plan to further investigate this in future work.
Without loss of generality and to simplify our discussion, we are considering an attacker focused on eavesdropping the downlink channel of one pair of
transmitter and intended receiver. We understand that our attacker model is relatively weak (e. g. a single attacker, no SDR), however, given the lack of related
experimental work and the number of involved moving parts, we decided to start
with a simple scenario that is easy to evaluate (e. g. worst-case scenario for the
passive eavesdropper). We look forward to investigate more complex attacker
models in future work.
Finally, we present the notation used in our paper. The access point is referred
as Alice (the transmitter), the victim as Bob (the intended receiver), and the
attacker as Eve (passive eavesdropper). We will use A, B, and E subscripts
to identify quantities related to Alice, Bob, and Eve respectively. We use x to
denote Alice’s transmitted symbol, h for complex channel coefficients, and n for
the noise at a specific receiver. The relative distances between Alice, Bob, and
Eve are written as: dAB , dBE , dAE . Alice is equipped with L antennas and L
radios.

3.2

SISO and MISO Channels Eavesdropping

In this section, we analyze and compare two different eavesdropping scenario:
i) 802.11b SISO downlink, ii) 802.11n/ac MISO downlink. and we derive two
essential conclusions about passive eavesdropping in SISO vs. MIMO 802.11
downlinks.
802.11b SISO downlink. Figure 1a shows Eve trying to intercept the communication from Alice to Bob in an 802.11b SISO network. We can represent the
signals received by Eve and Bob as:

(a) Omnidirectional radiation (L = 1). (b) Transmit-beamforming (L > 1). Eve’s
Eve’s success depends on dAE .
success depends also on dBE and L.

Fig. 1: 802.11b SISO (left) vs. 802.11 n/ac MISO (right) passive eavesdropping.
Bob and Eve have one antenna. Dashed lines represent distances. Black circles
and lobes represent omnidirectional and directional transmission ranges. Circles
and lobes decreasing thickness represent the transmission power decay with respect to distance from the transmitter. Both channels are affected by random
noise and fading.

yE = x · hE + nE

(1)

yB = x · hB + nB

(2)

Intuitively, it is possible to represent Alice’s two-dimensional transmission
coverage with concentric circles. In free space, the greater is the distance from
the transmitter the higher is the transmitted power decay. While one might
assume that every receiver inside these circles will be “in range” and receive all
transmissions by Alice, this is not the case in practice. If circles are shown around
transmitters, their radius commonly refers to a distance in which the average
received signal strength is above a certain threshold. However, due to random
deep fading (mostly due to multipath), the instantaneous received power will
constantly vary. In other words, it is possible to “miss transmissions” while being
in the outer circle, or even receive transmissions just outside the outer circle. In
this case, Eve’s success rate depends on her distance to Alice (dAE ) regardless
of her distance to Bob (dBE ), and random channel characteristics. The SISO
wireless channel is providing some sort of resiliency against eavesdropping that
an attacker can compensate with other means (eg: increase receiver sensitivity,
use directional antenna).
802.11n/ac MISO downlink. Figure 1b shows Eve attempting to intercept
the communication from Alice to Bob in an 802.11n/ac MISO network. Alice
is equipped with L antennas and uses transmit-beamforming. In this scenario,
beamforming has been theoretically proven to provide resiliency against passive
eavesdropping [12]. The received signals by Eve and Bob are as follows:

yE = x · gE + nE

(3)

yB = x · gB + nB

(4)

We can derive two benefits in terms of eavesdropping resiliency, one from gB ,
2
and one from gE .kgB k is defined as the beamforming gain and it is modeled by a
Chi-squared random variable, with parameter 2L (being the sum of squared IID
standard Gaussian random variables). Indeed, if L = 2 (Alice is using two antennas), then Bob’s received signal will be the sum of two signals with independent
fading paths. The correspondent beamforming gain is computed as:
2

2

2

kgB k = khB1 k +khB2 k

(5)
2

2

and this quantity is certainly greater (or equal) to khB1 k and khB2 k . The
net result is a better SNR at Bob’s receiver with respect to the SISO case.
The second benefit arising from transmit-beamforming is encapsulated by
gE . Eve’s ability to eavesdrop depends on two more factors with respect to the
SISO case. Firstly, her distance from Bob (dBE ), and secondly the number of
antennas used by Alice (L). This is a consequence of transmit-beamforming
employed by Alice (the beamformer) towards Bob (the beamformee). Figure 1b
shows Alice beamforming in the direction of Bob (e. g. inside the main lobe) while
Eve is outside the main and the side lobes. This results in a smaller SNR at her
receiver compared to the one of Figure 1a (given the same relative distances).
Even if we decrease the distance between Eve and Alice, the disadvantage will
still hold until Eve is outside the beamforming region. Furthermore, Eve’s SNR
will be inversely proportional to L because the more antennas are used by Alice
to beamform, the more Alice can focus the beam towards a narrower but longer
region in space [29].
3.3

Eavesdropper’s Theoretical SNR Disadvantage in 802.11n/ac

In the previous section we argued that MISO beamforming from Alice to Bob
will degrade Eve’s eavesdropping performance according to dAE , dBE , and L. In
this section, we will quantify the expected disadvantage of Eve in an 802.11n/ac
network compared to an 802.11b network. We will estimate upper and lower
bounds for the SNR at Eve’s receiver with respect to L. We will provide numerical
results for L = 4 to match the experimental setup of Section 4.1. We note
that the bounds we are providing are not supposed to be strict—the actual
SNR disadvantage will depend on many factors. Nevertheless, we compute the
bounds based on the modeling assumptions to provide an intuition about the
theoretically expected disadvantage.
Upper Bound. We start comparing high-level wireless channel characteristics
of SISO and MISO channels. Table 2 lists the closed-form expressions for the
SNR and the BER of SISO and MISO networks using BPSK modulation scheme.
In general, we note that the number of antennas deployed by Alice (L) is playing

Table 2: SNR and BER of 802.11b (SISO) and 802.11n/ac (MISO transmitbeamforming with L antenna) using BPSK modulation scheme.
Metric

SISO

SNR

khk2 σP2

BER

1
2

DO

(1 − λ)

MISO Beamforming
kgk2


1−λ
2

L P

L−1
i=0

1

P
σ2

  1+λ i

L+i−1
i

2

λ=

q

SNR
2+SNR

L

a central role. If we fix the expected BER to 10−6 , then we can compute the
minimum SNR for the SISO (57 dB) and the MISO case with L = 4 (16 dB).
There is a notable difference in SNR of 41 dB between the SISO and the MISO
cases. We use 41 dB as an upper bound for the SNR disadvantage of Eve with
respect to Bob.
Lower Bound. For the lower bound of Eve’s SNR disadvantage, we use a standard formula to compute the beamforming gain in a MISO channel where Alice
is using Cyclic Delay Diversity (CDD) with L antennas [17]. In this case, the
beamforming gain in dB can be computed as follows:
2

kgk = 10 log10 (L) dB

(6)

Assuming a COTS access point with 4 antennas and a single receiving antenna, Bob’s beamforming gain is 6 dB. As Eve’s COTS radio will not benefit
from the beamforming gain (being outside the main lobe) Eve’s SNR disadvantage lower bound is thus 6 dB with respect to Bob.
Summary. We estimate that an 802.11n/ac downlink that is using transmitbeamforming with four antennas provides an reduction in the SNR of a passive
eavesdropper (outside the main lobe, using a COTS receiver) that is bounded
between 6 dB and 41 dB. The reduction in SNR at Eve’s receiver depends on a
deterministic and measurable factors: dAE (distance between Alice and Eve) and
L (number of antennas used by the Alice). We note that Eve’s SNR variation
depends also on channel (Rayleigh) fading, however this factor is not considered
in our discussion because it randomly affects both Bob and Eve, providing no deterministic disadvantage to Eve. Given this theoretically expected disadvantage,
the question now is: “How does the eavesdropper SNR disadvantage translate to
practical constraints on 802.11 passive eavesdroppers? ”
3.4

Numerical Path Loss Analysis

In this section, we present a numerical analysis using three indoor path loss
models for 802.11 networks. The models includes both the 2.4 and 5 GHz bands
and they are taken from [23]. We now describe their relevant parameters. In
particular, dBP is defined as the breakpoint distance between the transmitter and

Fig. 2: Setup used for our numerical analysis and for the experiments: Bob is at a
fixed distance away from Alice, Alice is sending 802.11 traffic and Eve is passively
eavesdropping from different (stationary) distances on a line perpendicular to
Bob.

the receiver and it determines the cutoff span between LOS and NLOS channel
condition. σSF represents the standard deviation in dB of the log-normal random
variable that models the shadowing term of the path loss. sP L represents the
path loss slope before and after dBP . Comma-separated values in the following
list indicate values before and after the breakpoint distance:

– Model B: Residential (e. g. intra-room,
room-to-room).
• dBP = 5 m
• σSF = 3, 4 dB
• sP L = 2, 3.5

– Model D: Office
(e. g. large conference
room, sea of cubes).
• dBP = 10 m
• σSF = 3, 5 dB
• sP L = 2, 3.5

– Model E: Large
office (e. g. multistorey building).
• dBP = 20 m
• σSF = 3, 6 dB
• sP L = 2, 3.5

Figure 2 shows the setup used for our numerical analysis and for the experiments. Bob is placed at a fixed distance away from Alice, Eve is placed at
different (stationary) distances di from Alice, and Alice is constantly sending
traffic to Bob. In a two-dimensional plane, Bob and Eve distance vectors are
perpendicular to avoid Eve being in the main lobe when Alice is using transmitbeamforming. We note that in an indoor environment multipath is playing a
major role than visual of RF line-of-sight conditions that is why we decided to
keep altitude and angle constant and vary only the distance between Alice and
Eve [6].
The path loss model function LP is constructed considering the sum of a freespace loss component (LF S ), a shadowing log-normal component due to obstacles
(SF ), and a post breakpoint distance component. All terms vary according to
the distance d between the transmitter and the receiver. We used the following
equations from [23]:
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Fig. 3: 802.11n Model B (Residential) expected BER estimation using BPSK.
Red lines represent Eve. Green and Blue lines represent Bob when L=2 and L=4.

LP (d) =



LF S (d) + SF (d)

if d ≤ dBP



LF S (dBP ) + SF (d) + 35 log10

LF S (d) = 20 log10 (d) + 20 log10 (f ) − 147.5
!
1
d2
SF (d) = √
exp − 2
2σSF
2πσSF

d
dBP


otherwise

(7)
(8)
(9)

Figure 3 and Figure 4 shows the predicted BER and PER for model B (Residential) vs. distance between the transmitter and the receiver. Solid lines represent results for 2.4 GHz and dash-dotted lines represent results for 5.0 GHz.
Red lines represent Eve’s expected BER and PER. The other lines represent
Bob’s expected BER and PER when Alice is using transmit beamforming with
two (green lines) and four (blue lines) antennas. If we focus on the solid lines
of Figure 4, then we note that a distance between Alice and Eve dAE of 12.5
m is sufficient to drop Eve’s expected PER from 0 to 0.5 (50% chance of decoding). Furthermore a dAE of 20 m is sufficient to increase Eve’s PER to 0.98
(0.2% chance of decoding). On the other hand, a dAB of 142 m is required to
experience a PER of 0.5 at Bob’s receiver when Alice is using four antennas
(L=4).
3.5

Eavesdropping Analysis Summary

In this section, we argued that in 802.11n/ac downlink a passive eavesdropper
(Eve) using a COTS radio will have a disadvantage in terms of SNR compared
to an eavesdropper in an 802.11b downlink. This disadvantage is due to different
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Fig. 4: 802.11n Model B (Residential) expected PER estimation using BPSK.
Red lines represent Eve. Green and Blue lines represent Bob when L=2 and L=4.

features provided by recent 802.11n/ac such as MIMO, and spatial diversity. This
disadvantage can be expressed in an SNR decrease at the eavesdropper receiver
of 6-41 dB (depending on the chosen scenario). We also express this disadvantage
in terms of the distance that the eavesdropper has to be closer to the sender to
achieve the same PER as a legitimate receiver, which can reach up to 129.5
m. In contrast, there is no such distance disadvantage for the eavesdropper in
802.11b. Furthermore, we can express the disadvantage in terms of PER at the
eavesdropper receiver compared to her distance from the transmitter (dAE ). For
example, if dAE is 12.5 m, then the PER of Eve is increased to 50%, and if dAE
is 20 m, then the PER of Eve is increased to 98%.

4

Experimental Validation

In this section, we present an experimental evaluation of COTS passive eavesdropping in 802.11b/n/ac downlink networks. The presented results are in line
with the theoretical estimations from Section 3.
4.1

Experimental Methodology

We focus our experiments on SNR and PER measurements at Eve’s receiver
using the setup presented in Figure 2. We keep a ninety-degree angle between
Bob and Eve to ensure that when beamforming is used Eve is outside the beamforming region. We vary the distance from Bob to Eve (dBE ) while keeping the
distance from Alice to Bob (dAB ) constant. Table 3 lists the parameters that we
fix for our experiments with a short description. As stated in Section 3.1 we are

Table 3: Parameters used for the experiments.
Parameter
PA [dBm]
N0 [dBm]
Chb/n/ac

Value Description
23 Alice’s transmitted power
-91 Mean noise power at the receivers
11, 11, 36 Channels used for 802.11 b/n/ac

dAB [m]

2 Fixed distance from Alice to Bob

dAE [m]

[2.5, 5.0, . . . , 20] Eight distances from Alice to Eve

not using link-layer encryption (which does not influence our measurements).
Figure 5 shows the layout of the indoor office environment where we conducted
the experiments.
Our setup consists of an open access point (Alice) and a laptop (Bob) associated to it. The access point is a Linksys WRT3200 ACM device, equipped
with four antennas and supporting 802.11a/b/g/n/ac. We installed the OpenWrt [28] operating system on the access point to have more configuration options
at our disposal. For the 802.11b/n experiments (at 2.4 GHz), Bob’s laptop runs
Ubuntu 16.04 and has a TP-Link TL-WN722N wireless adapter. The adapter
has a single antenna and supports 802.11b/g/n. Eve’s laptop runs Ubuntu 16.04,
and it uses the same TP-Link TL-WN722N wireless adapter. Eve’s adapter is
not associated with the access point and it tries to record the traffic from Alice
and Bob, in monitor mode using tcpdump. Eve listens to the same channel used
by Alice and Bob (channel 11 for b and n, channel 36 for ac).
For the 802.11ac experiments (at 5 GHz), Bob’s laptop runs Ubuntu 16.04
and uses an Asus USB-AC68 wireless adapter. The adapter has a 3x4:3 antenna configuration and supports 802.11a/b/g/n/ac. Eve’s laptop is a MacBook Pro with an inbuilt adapter with 3x3:3 configuration compatible with
802.11a/b/g/n/ac. We use a different adapter for Eve because the Asus adapter

~2.5 m

Fig. 5: The layout of the indoor office environment where we conducted the
experiments. The green and blue dots indicate the location of Alice and Bob.
The red dots indicate the positions of Eve.
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Fig. 6: Eve’s measured PER (bars) vs. Model D predicted PER (dashed lines).

could not be put into monitor mode due to some issues with its driver. The other
parameters remain the same as in the 802.11b/n experiments.
For all the experiments, we vary Eve’s distance from Bob and we obtain pcap
traces of the packets transferred from Alice to Bob. The distance between Alice
and Bob (dAB ) is fixed at 2 m. We used iperf to generate UDP downlink traffic.
We decided to use UDP to avoid retransmissions at the transport layer. The
PER is computed based on the number of received UDP packets with a valid
UDP checksums. We acknowledge that this approach slightly underestimates
the actual PER, as packets with a valid UDP checksum but incorrect link-layer
checksum (FCS) might be included in this calculation. The transmission power
of Alice is set to 23 dBm. From the experiments, we are able to obtain the
traces from Eve at dAE between 2.5 m and 20 m, using increments of 2.5 m.
We do not change the orientation of Eve with respect to Alice in our tests to
better compare the results. All the devices have the same fixed elevation, without
a visual line-of-sight path between them. The information about the recorded
traffic is obtained from the 802.11 PHY radiotap headers. In the subsequent
section we will compare the experimental results with our estimations from the
path loss model D (Office). Figure 9 shows the predicted BER and PER curves
at Eve’s receiver (red curves), and at Bob’s receiver when Alice is using transmitbeamforming with two (green curves) and four antennas (blue curves).
4.2

Comparison between 802.11b/n/ac Networks

For the comparison between 802.11b/n/ac networks, we set a 2.4 GHz band for
802.11b/n and a 5 GHz band for 802.11ac. To extract the results we capture
packets both from Eve and Alice. We measured two parameters—the PER of
the passive eavesdropper, and her SNR. We compute Eve’s PER by comparing

Table 4: Results from 802.11n and 802.11ac experiments. dAE is the distance
from Alice to Eve in meters. nr is the total number of runs. µp is the average
number of UDP packets sent by Alice per run. µP ER and σP ER are the Eve’s
PER means and standard deviations measured in our experiments for 802.11n
(n subscript) and 802.11ac (ac subscript).
dAE [m] nr

µp

µP ERn σP ERn µP ERac σP ERac

2.5

30 894.00

11.13

8.56

45.07

28.25

5.0

30 894.00

6.02

5.06

28.94

35.13

7.5

30 894.00

21.39

15.57

29.64

40.86

10.0

30 894.00

18.52

8.63

32.33

43.88

12.5

30 894.00

27.79

19.97

51.52

30.55

15.0

30 894.00

36.08

18.16

45.23

33.07

17.5

30 894.00

54.33

27.79

50.20

36.80

20.0

30 894.00

70.32

23.46

77.01

28.80

her pcap traces with the ones from Alice. We compute the SNR by dividing the
extracted signal strength values by the average channel noise. We computed the
average channel noise using noise measurements from the access point, and it
resulted in -91 dBm. We repeat the same experiments with the same distances
30 times and we average the results to obtain mean SNR and PER values, and
related errors (standard deviations).
Figure 6 shows Eve’s PER measurements and estimated values for dAE varying from 0 m to 20 m. The red/blue/green bars indicate the experimental results
for 802.11b/n/ac, respectively. The dotted lines indicate the predicted estimates
(from model D). It can be observed that Eve’s PER is almost always increasing
from b to n and from n to ac. In particular, the PER starts to increase significantly when dAE is greater than 15 meters. While such (relatively small-scale)
experiments will hardly produce the exact same results as our theoretical analysis, we observe that the increase in PER that was predicted by us, for even
relatively short distances of around 20 m, can be observed in practice. In particular, our D model predicted a PER for Eve in an 802.11n downlink of around
78% when dAE = 20 m, and in our experiments the average PER was around
70%. For convenience, we tabulate in Table 4 the numerical results of Figure 6.
Figure 7 shows Eve’s mean SNR varying her distance (dAE ) from Alice for
802.11b (red bars), 802.11n (blue bars) and 802.11ac (green bars). It can be
observed that Eve’s SNR in 802.11n/ac is always smaller than in 802.11b—an
effect that we assumed to be caused by advanced 802.11n/ac physical and link
layer features (such as TxBF).
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Fig. 7: Eve’s measured SNR with respect to dAE .

4.3

Bob vs. Eve in 802.11n/ac

We conducted a second set of experiments targeting Bob in order to compare his
SNR and PER with respect to Eve’s SNR and PER in 802.11n/ac networks. In
this case, we increased Bob’s distance from Alice. As in the previous experiments,
we start from 2.5 m and we end at 20 m, with increments of 2.5 m. Bob is
placed at the same location that Eve was placed in the previous case. In this
scenario, we are expecting that Bob would benefit from 802.11n/ac features. We
are not showing the plot for Bob’s PER compared to the one Eve experienced
in Figure 6. This is because we observed that Bob’s PER is very low (less than
1%), and yet not comparable with Eve’s PER. This confirms our assumption
that the intended receiver experiences significantly lower PER than a passive
eavesdropper in 802.11n/ac networks.
Interestingly, as we can see from Figure 8a, the mean SNR of Bob and Eve
at various distances are relatively close. In particular, Bob’s SNR in 802.11n is
always higher than Eve’s SNR (as expected). However in the 802.11ac case, we
measure a higher SNR for Eve than Bob. We assume that this is an artifact
resulting from the fact that Eve’s SNR is reported only for successfully received
packets.
4.4

Eve’s PER and PER Thresholds

We note that even a small decrease in PER could affect a passive eavesdropper
depending on the type of exchanged traffic. That is why we decided to analyze
Eve’s PER compared to different PER thresholds and distances dAE . Table 5
shows the results of our analysis for 802.11b/n/ac. For example, if we fix the
threshold to 15%, then Eve’s PER in 802.11ac is above the threshold in at least
33% of all cases. The same holds for 802.11n except for the 5m measurement.
With regards to 802.11b, fixing the same 15% threshold, we note that Eve’s PER
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Fig. 8: Experimental results from Section 4.3 (a) and Section 4.5 (b).

does not exceed the threshold in more than 16% of all cases. This is another way
to confirm our predictions about 802.11n/ac passive eavesdropping.
4.5

Eve with Two COTS Radios in 802.11n

We argued earlier that attackers with COTS radios will not be able to benefit
from advanced 802.11n/ac physical layer and link layer features, and discussed
an attacker with a single COTS radio. We now discuss a passive eavesdropper
with multiple COTS radios in an 802.11n downlink. The attacker aggregates the
eavesdropped packets to reduce the number of packets lost (e. g. due to deep
fading). In Figure 8b, we show the PER for an attacker with two COTS radios.
The radios are placed at a distance of 50cm from each other (to avoid mutual
coupling). Note that we used a different data set from the previous experimental
section, and we repeated this experiment 30 times. It can be observed that such
a scheme reduces the number of lost packets for the attacker (as expected).
However, the PER in the aggregated case is still higher than the 802.11b one,
especially at distances greater than 5m. For a threshold PER of 15%, the PER
for the aggregated case is higher than the threshold in about 23% of the runs,
compared to 6% for 802.11b.
4.6

Summary of 802.11b/n/ac Experiments

Overall, we were able to experimentally confirm our main findings: a) there is a
significant increase of the PER of a passive eavesdropper attacking 802.11n/ac
networks compared to 802.11b ones. In our experiments, the difference was approximately 60% increased PER for 802.11n and 70% increased PER for 802.11ac
at 20 m distance. In addition, the PER rises from around 12.5 m onward, similar to our predictions based on the theoretical analysis. We also confirmed that

the PER experienced by the attacker is related to the non-cooperating Alice. In
particular, legitimate receivers at the same locations were able to receive traffic
with close to zero PER.

5

Related Work

There are several empirical studies for 802.11 networks. Most of them focus
on specific link layer [18] or physical layer [27] features. There are also more
generic empirical studies, for example about enterprise WLAN [4], intrusion
detection [15], denial of service [2] co-existence [11] and signal manipulation [24]
Anyway, those studies neither focuses on wireless security nor compares end
experimentally evaluate eavesdropping in various 802.11 networks.
An interesting aspect of eavesdropping is to study how to optimally place a set
of antennas in a multiple users scenario to obtain the maximum amount of private
information. In [30] Wang et al compare co-located vs. distributed eavesdropping
schemes performance with respect to Eve’s number of antennas and the presence
of a guard zone. The de-facto standard countermeasure against eavesdropping
(complementary to physical layer security) is cryptography. Several studies were
done to secure [1] and break [3, 26] cryptographic systems used by 802.11 such
as WEP and WPA.

6

Conclusions

In this work, we investigated the impact of novel 802.11n/ac features over a
passive eavesdropper using COTS devices. We focused on downlink networks in
infrastructure mode. We performed a theoretical discussion, a numerical simulation and several experiments comparing the Signal-to-Noise-Ratio and PacketError-Rates of the eavesdroppers in 802.11b/n/ac. We showed that theoretically
the eavesdropper’s effective SNR is decreased by 6-41 dB in 802.11n/ac networks
with four antennas (L = 4), which translates to a Packet-Error-Rate increase
of up to 98% at a distance of 20 m between sender and eavesdropper. To obtain same Packet-Error-Rates as in a legitimate receiver, the attacker’s maximal
distance has to be reduced by 129.5 m in the case of 802.11n. In our practical
experiments, we showed that the predicted effects occur in practice (although
we were not able to exactly reproduce the theoretic predictions). Eve’s PER for
n was at least 20% higher than for b, and more than 30% for ac (with increasing
impact over distances greater than 10m).
We conclude that the evolution of the 802.11 standard actually introduced
several physical and link layer features, such as MIMO and spatial diversity,
that might degrade the performance of a passive eavesdropper. If properly exploited those features could be used as a part of a defense-in-depth strategy as a
complement to well-known eavesdropping defense mechanism. Nevertheless, we
understand that further investigations are necessary to characterize the benefits
against stronger attacker models and in more complex scenarios. We leave those
discussions to future work.
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A

Appendix

Figure 9 shows the result of our BER and PER analysis using model D. Figure 10
shows the result of our BER and PER analysis using model E. Figure 11 shows
expected BER and PER for a free-space path-loss model.
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Fig. 9: 802.11n Model D (office) BER/PER using BPSK. Red lines represent
Eve. Green and Blue lines represent Bob when L=2 and L=4.
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Fig. 10: 802.11n Model E (Large office) BER/PER using BPSK. Red lines represent Eve. Green and Blue lines represent Bob when L=2 and L=4.
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Fig. 11: Free Space Path Loss (LOS) BER/PER using BPSK. Red lines represent Eve. Green and Blue lines represent Bob when L=2 and L=4.

Table 5: Eve’s PER vs. PER Thresholds vs. Distances. Columns represent different distances from Eve to Alice (dAE ). Rows represent different PER thresholds. Comma-separated values represent the rounded-down percentage of experimental runs where Eve’s PER was above the threshold for 802.11b, n, and ac.
5.0 [m]

7.5 [m]

10.0 [m]

12.5 [m]

15.0 [m]

17.5 [m]

5% 33, 36, 50 10, 100, 33 20, 100, 33 36, 100, 90 43, 100, 80 60, 100, 96
10% 0, 26, 40

0, 73, 33

6, 83, 33 30, 90, 83 16, 96, 70 30, 100, 70

15%

0, 3, 36

0, 56, 33

6, 53, 33 16, 66, 76

0, 90, 63 13, 100, 60

20%

0, 0, 33

0, 43, 33

3, 36, 33 13, 53, 56

0, 76, 56

6, 96, 53

25%

0, 0, 33

0, 30, 33

3, 26, 33 10, 40, 53

0, 66, 56

0, 83, 53

30%

0, 0, 33

0, 20, 33

0, 13, 33

6, 30, 50

0, 60, 43

0, 73, 53

35%

0, 0, 30

0, 13, 30

0, 3, 33

3, 30, 43

0, 56, 43

0, 63, 50

40%

0, 0, 30

0, 10, 30

0, 0, 33

0, 23, 43

0, 40, 43

0, 53, 46

45%

0, 0, 26

0, 10, 30

0, 0, 33

0, 16, 43

0, 26, 43

0, 46, 46

50%

0, 0, 23

0, 6, 26

0, 0, 33

0, 16, 33

0, 16, 36

0, 43, 46

