blé.c’:k hat
ASIA 2026

Exploiting BLE Re-Pairing
with the BLERP Attacks

Tommaso Sacchetti & Daniele Antonioli



lho Are llle?

e Daniele Antonioli
o Asst. Prof at EURECOM
o System Security and Privacy

0 =

. EUR ECO M
e Tommaso Sacchettl Sop e Antipols
o PhD at EURECOM
o Wireless and Protocol Security &
blgt’:khat@

2 ASIA 2026


https://francozappa.github.io

Talk Outline

o oA W N 4

BLERP Attacks
Toolkit and Eva

. BLE Introduction
. BLERP Vulnerabilities and Attacks

Demo

uation

Mitigations and Fixes

Disclosure and Takeaways

3

blgt’zk hat
ASIA 2026



BLERP NDSS’26 Paper and

Artifact

Artifact
luated

Available

BLERP: BLE Re-Pairing Attacks
and Defenses

Tommaso Sacchetti
EURECOM
tommaso. hetti @eurecom. fr

Abstract—Bluetooth Low Energy (BLE) is a ubiquitous wire-
less technolo used by billions of devices to exchange i
As defined in the Bluetooth Core Specification v6.1, BLE
ry protocols: pairing, which estab-
long-term key, and ion e y h encrypts
communications using a fresh session key. While the standard
permits paired devices
the security implications

in-the-Middle (M
We analyze BLE re-pairing 2

These vulnerabilities are design flaws and affect standard-
compliant BLE device that uses pairing, regardl of its Blue-
tooth version or security level. We also present four new re-
pairing attacks exploiting these vulnerabilities, which we call
BLERP. The attacks enable impersonation and MitM of paired
devices with minimal or no interaction (1-click or 0-click).
Our attacks are the first to target BLE re-pairing, exploit the
interplay between BLE pairing and session establishment, and
e.

We develop a novel toolkit that implements our attacks and

supports testing of BLE pairing, including end-to-end MitM
Reproducing the toolkit only requires low re

(nRF52) and open-source software (Mynewt, NimBLE.
Scapy). Our large-scale evaluation demonstrates the attacks’
impact across 22 targets, including 15 BLE Hoc 12 BLE
Controllers, Bluetooth versions up to 5.4, and the most secure
configu (SC, SCO, and authenticated pairing). During our
experiments, we also discovered implementation re-pairing flaws
affecting the Apple, Android, and NimBLE BLE stacks.

We implement and evaluate two complementary m
a backward-compatible hardening of the re-pairing lo;
is immediately deployable by vendors, and
re-pairing protocol that addresses the attacks by design.
empirically validate the effectiveness of hardened re-pa
and formally model and verify authenticated re-pairing using
ProVerif.

Reproduced

Daniele Antonioli
EURECOM
daniele.antonioli@eurecom.fr
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Fig. 1: BLERP attacks. Alice and Bob are legitimately paired
over BLE. Charlie can impersonate either of them, perform a
single-channel Man-in-the-Middle (MitM) to compromise the

new key, or a double-channel MitM, to establish new separate
keys with Alice and Bob.

IoT products. Defined in the Bluetooth standard v6.1 [I]] and

designed as a low-power alternative to Bluetooth Cla

BLE supports connection-oriented and connectionle
nications. A BLE connection involves an initiator (Central),
such as a laptop, and a responder (Peripheral), like a keyboard.
E security relies on two standard protocols: pairing,
which establishes a long-term Pairing Key (PK) between
on establishment, which derives a fresh
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Bluetooth Low Energy (BLE)

Low-power wireless technology

e 2.4 GHz (ISM), alternative to Bluetooth Classic (BC)
Short and long range (30m to 1Tkm LoS)
Connection-oriented and connectionless
Billions of devices (mobile, 10T, cars ...)
Core specification

- blgt’:k hat
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https://www.bluetooth.com/specifications/specs/core-specification-6-2/

BLE Discovery and Pairing

L b T
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air and store PK
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A
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BLE Session Establishment

O 4

Derive SK and

PK ..‘ encrypt connection .‘ P

A
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BLE Protocol Security

One protocol vulnerability on pairing or session
establishment = Billions of exploitable BLE devices!

E.g., BLE Pairing:

o on legacy pairing
o PK entropy downgrade
o attack

blgc,:k hat
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https://github.com/mikeryan/crackle
https://francozappa.github.io/publication/2020/knob-ble/
https://biham.cs.technion.ac.il/BT/

Focus on BLE RE-Pairing

PK1 w

Re-pair and replace
PK with PK4

10
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Focus on BLE RE-Pairing (2)

Specification (Core v6.2)

Short and scattered

grep "re-pair” yields 4 results in 3800 pages
Not in BLE threat model

Victim pairs with attacker instead of re-pairing
Chain with pairing attacks (Crackle, KNOB, ...)

11
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BLE

Re-Pairing Research?!

attacks on BC-BLE re-pairing (CTKD)

Alice

Charlie
(as Alice)

CTKD

@ BC
@ BLE

CTKD

@ BC
@ BLE

No security research on BLE re-pairing!
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https://francozappa.github.io/publication/2022/blur/

BLERP Contributions

First evaluation of BLE re-pairing

Six (downgrade, no auth, ...)

Four (impersonation, MitM, 0-click, ...)
Open-source BLERP and

Large-scale evaluation on 22 devices (SC, MitM, ...)
Build and

Responsible disclosure ( )

blgt’zk hat
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https://github.com/sacca97/blerp
https://www.youtube.com/watch?v=RJR83EH3pww
https://nvd.nist.gov/vuln/detail/CVE-2025-62235
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BLE Pairing (Central)

(=) (=]

SMP_PAIR_REQ: SLa, Ex
SMP_PAIR_RSP: SLg, Eg

S L — Bonding Flag MitM SC Keypress | CT2 RFU
(2 bits) (1 bit) (1 bit) (1 bit) (1 bit) (2 bits)
E=7<n<16
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BLE Pairing (Peripheral)

() (=]

SMP_SEC_REQ: SLg

SMP_PAIR_REQ: SLa, Ex
SMP_PAIR_RSP: SLg, Eg

S L — Bonding Flag MitM SC Keypress | CT2 RFU
(2 bits) (1 bit) (1 bit) (1 bit) (1 bit) (2 bits)
E=7<n<16
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BLE Re-Pairing (Central)

=S

<

Know PK, SLPK

>

SMP_PAIR_REQ: SLa, Ex

SMP_PAIR_RSP: SLg, Eg

>

(o
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BLE Re-Pairing (Peripheral)

(me ]

o

< Know PK, SLpy

>

SMP_SEC_REQ: SLg

(

SLB > SLPK?
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SMP_PAIR_REQ: SL,, Ep

SMP_PAIR_RSP: SLg, Eg

blgc’zk hat
ASIA 2026



Re-Pairing Threat lModel

)

Alice Bob
(Central) (Peripheral)

-9 Charlie ~0
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Re-Pairing Threat Model (2)

Impersonate Peripheral

*ﬁ
uuuuuu 0

Alice Charlie
(Central) (as Bob)
e °,

20

Impersonate Central

3
e
Charlie Bob
EXFATS) (Peripheral)
=
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Re-Pairing Threat lModel

MitM Central and Peripheral

LI

Alice
(Central)

-

-

Charlie

21

Bob
(Peripheral)

-0
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Four BLERP Attacks

. Peripheral Impersonation
. Central Impersonation
. Single-Channel MitM
Double-Channel MitM

:hwl\)g
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BLERP Peripheral Impersonation

Charlie impersonates Bob,
Alice connects with him and [ o ] [ ChisEle ]
starts session establishment. Bzt

{Knows PK, SLp >
ENC_REQ: SKD, IV

blgc’zk hat
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BLERP Peripheral Impersonation (2)

Charlie aborts session
establishment and remains [ o ] [ Charlie ]
connected to Alice (V5) e

{Knows PK, SLp >
ENC_REQ: SKD, IV
REJECT_IND: ERROR

<
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BLERP Peripheral Impersonation (3)

Charlie asks Alice to re-pair [ Alice ] [ (Caggﬁ) ]
as Bob without (Knoms I|3K,SLPK>
authenticating (V2) ENC_REQ: SKD, IV

REJECT_IND: ERROR
SMP_SEC_REQ: SLg4

<

Skgq > SLkpk?
SMP_PAIR_REQ: SLp

>

blgz:k hat
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BLERP Peripheral Impersonation (4)

. Charlie

[ Alice ] [ (as Bob) J
I

{Knows PK, SLpy >

ENC_REQ: SKD, IV

REJECT_IND: EBRER
SMP_SEC_REC{: SLg)

Charlie can downgrade the
pairing response security
level: SL_, < SL_.  (V3)

<

Sbp1>Skek?
SMP_PAIR_REQ: SLe

SMP_PAIR RSP(SLBZ)
N—
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BLERP Peripheral Impersonation (5)

Alice J [ Charlie J
. (as Bob)
Charlie can also downgrade |
. . . {Knows PK(SLp
the previous pairing security :2: 0L S [

level: SLI32 < SLPK (V4) REJEC_T_INI'D:ER’ROR g

<
SMP_SEC_REQ: SLg

Sbp1>Skek?
SMP_PAIR_REQ: SLe

SMP_PAIR RSP(SLBZ)
N
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BLERP Peripheral Impersonation (6)

: Charlie
[ Alice ] [ (as Bob) J

{Knows PK, SLpy >

Alice pairs with Charlie but

thinks she re-paired with T E FEG S
Bob!  REJECT IND: ERROR
SMP_SEC_REQ: SLg;

SLBI > SLPK?
SMP_PAIR_REQ: SLa
SMP_PAIR_RSP: SLg,

>
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Demo: BLERP Peripheral Impersonation

7 U
NTS v .".'-..".--::(.::: . W e W MALPARA BN AT e N 00 BT eyl PP ™ A
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¢ U Attacker: BLERP Toolkit w/ nef52 Comroller
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Q
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http://www.youtube.com/watch?v=RJR83EH3pww

BLERP Central Impersonation

Charlie start re-pairing with [

Bob as Alice without
authenticating (V1)

30

Charlie
(as Alice)

| [ e |

{Knows PK, SLpy >

SMP_PAIR_REQ: SLp

SMP_PAIR_RSP: SLg

»
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BLERP Central Impersonation (2)

Charlie can downgrade the
previous pairing security
level SL, < SL;,

L

Charlie

as Alice)

| [ e

ows PK/(SLpy

SMP_PAIR_REQ SL, )

SMP_PAIR_ RSP%E/
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BLERP Central Impersonation (3)

Bob pairs with but [(Charlie ] Bob ]

(as Alice)

thinks he re-paired with |

. ows PK/(SLpy
Alice! SMP_PAIR_RE SLA
<

SMP_PAIR_ RSP%E/

blgz:k hat
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BLERP Double-Channel Mithi

| e ]

{Knows PK, SLp >
ENC_REQ: SKD, IV

=3

(as Bob)

REJECT _IND: ERROR

<
SMP_SEC_REQ: SL¢4

SLCl > SLPK ?
SMP_PAIR_REQ: SLp

SMP_PAIR_RSP: SL¢»

>

PKca

33

L

(as Alice)

<Knows PK, SLPK>

SMP_PAIR_REQ: SL,

>

SMP_PAIR_RSP: SLg

PKcp
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BLERP Single-Channel MitHi

(e ]

==

{Knows PK, SLpic>

SLc >

[ e |

{Knows PK, SLpic>

(as Bob) (as Alice)
ENC REQ:SKD,IV
 REJECT IND:ERROR
SMP_SEC_REQ: SL
<
SLoy ?
SMP_PAIR_REQ: SLarEx SMP_PAIR_REQ: s@
1>
SMP_PAIR_RSP: (g, Ec ) SMP_PAIR_RSP: SLg B~
QP o
PK ¢ PK ¢
34
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BLERP Single-Channel Mitm (2)

reduces the re-pairing PK entropy (V6)
e / bytes - bruteforcing possible
e PK knowledge - No security anymore

blgc’zk hat
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Impact of the BLERP Attacks

e Zero-click for devices w/o display
o One-click otherwise

e Impersonation
o Central (smartphone) - unlock smart-lock
o Peripheral (smartwatch) - access sensitive data (health, ...)

e MitM
o Full connection compromise (eavesdrop, tamper, ...)

blgc’zk hat
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Six BLERP Vulnerabilities

V1 No Central re-pairing authentication

V2 No Peripheral re-pairing authentication

V3 Pairing response SL downgrade

V4 Re-pairing SL downgrade

V5 Re-pairing after session establishment error
V6 Re-pairing PK entropy downgrade

37
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Toolkit and Evaluation



BLERP Toolkit

Testing the BLERP attacks
e NRF52 hardware
e NIimBLE stack w/ mods
e CLI application

e Python Host

®

blgc’zk hat
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https://github.com/sacca97/blerp

BLERP Toolkit (2)

CLI application

e Self-contained (runs on nRF5x)
e Interaction via CLI (over UART/USB)
e Central / Peripheral Impersonation

blg:k hat
40 ASIA 2026



BLERP Toolkit (3)

Python Host

e Runs on Linux + nRF5x
e Double-Channel MitM
e Advertisements cloning

blg?:k hat
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Evaluation (2024)

13 vendors (Apple, Google, Xiaomi, Samsung, ...)
16 Centrals, 9 Peripherals

Bluetooth v4.2 to v5.3 (most popular)

All security modes (LSC, SC, SCO, MitM, ...)

blgc’zk hat
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Centrals Evaluation

BLEv| V1 V3 | V4 V5 V6 |
MacBook Air 50 | X | X | X[ X | X | X
Windows 11 52 | X | X | X X
Linux 6.10.9 52 | X | X | X X
Oculus Quest 50 | X X X X ) 4 X
iPhone 15 53 X | X[ X | X[ X | X
iPad 2022 52 | X [ X[ X | X | X | X
Google Pixel 8 * 53 [ X [ X | X | X | X | X
Realme X2 Pro 50 | X | X | X | X | X | X
Xiaomi Mi 11 Lite 510 | X | X | X[ X | X | X
Samsung Galaxy A15 | 5.3 | > | XX | X | X | X | X
TCL 43P638 50 | X[ X[ X | X | X | X

* = Tested on Android 15, 16, and Graphene OS

N\ —
N\ =

43
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Peripherals Evaluation

BLEv V2 V4 V6 Cl
Xbox Controller 5.0 X X X X
Logitech MX Anywhere 3S | 5.1 X X X X
Logitech MX Keys S 5.1 X X X X
Logitech MX Master 3 4.2 X X X X
Garmin Vivoactive 5 5.0 X X X X

blgc’zk hat
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Centrals and Peripherals Evaluation

BLEv| V1 [ v2 [Vv3 |[Vv4a [ V5] Ve ]| PI | CI

NimBLE 54 [ X [ X [ X[ X[ X | X | X | X

NimBLE SC-Only 54 [ X | X[ X | X | X X | X

Zephyr 54 [ X | X X | X X | X

BTstack 5.2 X | X[ X[ X ]| X X

ESP32-C3 50 | X | X | X | X X X
blgz:khat@
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Miitigations and
Countermeasures



BLERP Countermeasures

Authenticate re-pairing (implicit auth.)

* PKyew =-f(PKOLD))

e Attacker doesn't have PKOLD

e Blocks PI, Cl, Double-Channel MitM

Add integrity protection
e Protocol hash transcript (H)
* PKyew =f (PKq 5y H)
e Blocks tampering in Single-Channel MitM

1y

blgt’zk hat
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BLERP Countermeasures (2)

Disconnect after error rows P Shov

ENC_REQ: SKD, IV

N . REJECT IND: ERROR
EnfO rce SL|3’| I SLBZ ~ SMP_SEC_REQ:SLg,

A

SLpq > Slpy?

Enforce SL_. > SL .
Bz PK SMP_PAIR_REQ: SLp 4

SMP_PAIR_RSP: SLg,
B2

; N H y \ BOb
(as Alice)

I
<Knows PK, SLPK>

Optional: warn user

SMP_PAIR_RSP: SLg

blgc’zk hat
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BLERP Countermeasures (3)

A

Can't connect MX Anywhere 3S

For more details, go to device settings

Close Device settings

& Device details

®

Try restarting MX Anywhere 3S. If that doesn’t
work, forget the device. For your security, only
pair it again when you aren't in a public space.

If this device isn’t nearby, you don’t need to

do anything.
0] “F
Forget Connect

®

Device's Bluetooth address: DD:4C:BA:15:C1:C4

49
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Bluetooth SIG Disclosure

Bluetooth SIG (August 2024)

e "known attack techniques used in novel ways..."
e “Re-pairing is a new pairing, there's no downgrade, but
could enforce security level”

No updates, standard still vulnerable to BLERP (2026)

blgz:k hat
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VVendor Disclosure

Google
e Acknowledged and fixed

Logitech
e "Intended behavior”

Microsoft
e “Not exploitable, won't fix"

52
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Vendor Disclosure (2)

Apple
e Acknowledged and fixed

Apache (NimBLE)
e Acknowledged and fixed
o , CVSS 81

blgc’zk hat
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https://nvd.nist.gov/vuln/detail/CVE-2025-62235

Takeamays

1. BLE is vulnerable to the re-pairing attacks
o Standard has not been fixed
o Many vendors may still be vulnerable

2. BLE threat model must account for re-pairing
o Attackers can conduct BLERP at will
o And chain other pairing attacks (KNOB, ...)

blgc’zk hat
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Conclusion and Q&A

e First security evaluation of BLE re-pairing

o Six (no auth, ...)
o Four (Impersonation, MitM, O-click, ...)
o Evaluated on 23 devices (SC, MitM, ...)

e Open-source BLERP and

e Responsible disclosure ( )

blgt’zk hat
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