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OCPP Introduction



Open Charge Point Protocol (OCPP) @

CSMS
(OCPP cllent) (OCPP server)

OCPP msg
| s OCPP msg2
- <—— ——{__

OCPP is a standard EV charging protocol built on
Web tech (TCP, IP, HTTP, WebSocket)




OCPP is Pervasive

Vendor-agnostic and decentralized

Used worldwide in 130+ countries (ref)
Millions of CS and thousands of CSMS
Maintained by Open Charge Alliance (OCA)

CONNECTINGTHE EV
CHARGING INDUSTRY

Promoting Open Standards - Connecting the EV Industry


https://olinkevse.com/what-is-ocpp/?utm_source=chatgpt.com
https://openchargealliance.org/

OCPP BootNotification Req and Rsp

CS CSMS
Client Req: [ 2, "1000115", "BootNotification”, Server

{"chargePointVendor":"Tesla”,...} ]
>
@t
Rsp: [ 3,"1000115", "status": "Accepted”, ...} ]
OCPP message is a JSON array over WebSocket.
Type (int), UniglD (str), Action (str), Payload (obj)




OCPP Bidirectional Messages over WS
- CS requests

- BootNotification, Heartbeat, Status, ...

- CSMS requests
- Remote control, Config, Security, CS fw update, Charging

mgmt, Diagnostics, ...
- CS typically open a new WS connection
- if CS is offline, CSMS must wait for a BootNofication msg



OCPP Security Profiles
SP1: Basic HTTP Auth

- ws://csms.example.com/ocpp/
- user, pwd in plaintext (Authorization header)

SP2: TLS + Basic HTTP Auth

- CSMS presents cert (self- or CA- signed)
- user, pwd tx encrypted over TLS

SP3: mTLS

- Certs from CS and CMSM (mutual TLS, no phising)
- Required for ISO 15118 Plug & Charge (PnC)
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OCPP Protocol Versions (ref)

- v1.5: 2012, legacy (SOAP/HTTP)
- v1.6: 2015, most widely deployed, SPs backported

- v2.x: Add SPs, incompatible with 1.6
- v2.0: 2018, quickly deprecated (on paper)
- v2.0.1: 2020
- v2.1: 2025, not available during out tests
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https://openchargealliance.org/my-oca/ocpp/

OCPP SP and Protocol Version Negotiations

- SP negotiation
- SP1 vs SP2,SP3 using URL scheme
- SP2 vs SP3 using TLS handshake
- Protocol version negotiation
- WebSocket subprotocol header
- CS sends a list wth priorities
- CSMS picks one
- Negotiations are orthogonal
- First SP then protocol version
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Motivation
- OCPP is a critical EV attack surface

- Complex protocol (downgrade, MitM, spoof, ...)
- Networked (remote attacks)
- Bidirectional (attacks from client and server!)
- OCPP attacks affect security, privacy and safety
- Stealing credentials, charging fraud, (D)DoS, session
hijacking, malicious fw update, track EVs, ...
- One design vuln in OCPP standard

- Millions of vulnerable OCPP devices

13



Contributions

- OCPP spec security assessment

- 8 OCPP attacks (5 are new), (MitM, Imp, DoS, Eave)

- 5 new OCPP design vulns (SP upgr/downgr, ...)

- Exploit 6 popular CS and CSMS (MobHouse, SteVe, ...)
- CheckOCPP for OCPP compliance checking (Lua)

- EmuOCPP for OCPP S&P testing (IPmininet)

- 5 effective attacks fixes

- Responsible disclosure
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https://github.com/vfg27/CheckOCPP
https://github.com/vfg27/EmuOCPP
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OCPP Vulnerabilities and Attacks



OCPP Protocol-Level Threat Model

Charging Station (CS)

Charging Station
Management System (CSMS)

\ Eaie/v
Spoof CSMS Spoof CS

MltM 8



Eight Attacks exploiting OCPP Des and Impl Vulns

OCPP Ver.

ID Name New Type OCPP SP Impact  Vulnerability

M1 MitM SP1 X Des SP1 1.6,2.0,2.0.1 Sec,Pri Weak SP1

M2  MitM SP2 Upgrade v Des SP2 1.6,2.0,2.0.1 Sec,Pri Weak SP2 upgrade

M3  MitM SP3 Upgrade Des SP3 1.6,2.0,2.0.1 Sec,Pri  Weak SP3 upgrade

M4 MitM SP Downgrade L/ Imp SP2. SP3 1.6,2.0,2.0.1 Sec,Pri No SP down prot

El  Eavesdrop X Des SP1 1.6,2.0,2.0.1 Sec,Pri Weak SP1

DI  CSMS (D)DoS X Des SP1,SP2,SP3 1.6,2.0,2.0.1 Sec Unauth CS boot

11 CS Impersonation Des, Imp _ SPI, SP2, SP3 1.6, 2.0, 2.0.1 _ Sec, Pri__ CS ID undefined behaviour
12 CS Impersonation Des, Imp SP1,SP2,SP3  1.6,2.0,2.0.1 Sec, Pri  CS status trackable by anyone

MitM, Impersonation, New Attack

Next we see M1, M2, M3, M4, I1

19



OCPP SP1: Basic Authentication

Charge Point Central System

HTTP GET / ProtectedData (clear text communicationg

» HTTP/401 Authorization Required H

e

HTTP GET / ProtectedData
Authorization Basic
Username / Password

HTTP 200 / ProtectedData

Application Data
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M1: MitM against Insecure SP1

Client network
configuration
misconfigured

CS

Establish WebSocket CSMS
b Connection N
CS Boot process
Attacker
. Listen for Neighbor
P_0|son the network Solicitation (NS)
with :?poofed Router messages
Advertisement packets
Neighbor Solicitation (NS)
Forged Neighbor 3

_ Advertisement (NA)

Establish WebSocket Establish WebSocket
P Connection . Connection
P CS Boot process | CS Boot process
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OCPP SP2: TLS with Basic Authentication
Crarge Poin

i Client Hello

Server Hello
Server Certificate
Server Hello Done

ClientkeyExchange
[ChangeCipherSpec]
Finished

[ChangeCipherSpec]
Finished

HTTP GET / ProtectedData (Encrypted Communication)

HTTP/401 Authentication Required

HTTP GET / ProtectedData
Authorization Basic
Username/Password

HTTP 200 / ProtectedData

Application Data




M2: MitM via Insecure SP2 Upgrade

ES Attacker CSMS \

Establish WebSocket Establish WebSocket
Connection P Connection .
CS Boot process ke CS Boot process
InstallCertificateRequest( Rogue CSMS
certificateType=  <¢— root certificate
CSMSRootCertificate, iniecti V1
Check » certificate) Injection ( )

and

install theI: InstallCertificateResponse(

received "
certificate status=Accepted)

»




OCPP SP3: TLS with Client Cert Auth

Charge Point Central System

Client Hello

Server Hello

Server Certificate
Certificate Server Request
Server Hello Done

Client Certificate
Client Key Exchange
Certificate Verify
[ChangeCipherSpec]
Finished

[ChangeCipherSpec]
Finished

Application Data (Authenticated and encrypted communication)
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M3: MitM via Insecure SP3 Upgrad

Generate new
public/private
key

Verify
validity

CS

Establish WebSocket
Connection

Attacker

CSMS

Establish WebSocket
Connection

P CS Boot process

Y Y

CS Boot process

N

SignCertificateRequest

SignCertificateRequest

(csr) (mod_csr)
SignCertificateResponse | SignCertificateResponse
% (Accepted) 12 (Accepted)

CertificateSignedRequest
(certificate)

Create and sign
:| certificate with
injected certificate

CertificateSignedRequest

Save CS
certificate

CertificateSignedResp
(Accepted)

(mod_certificate)

]

<

CertificateSignedResp
(Accepted)

R

Forward
CSRto CA
to obtain
the
certificate

Rogue CSR
injection and
double client
certificate (V2)
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M4: MitM via SP Downgrades

CS Attacker CSMS \

Establish WebSocket Connection CS fall back to .
with Security Profile: 3 K<_ vulnerable SP1 via

Establish WebSocket Connection Netwc_)rkCon nectio
with Security Profile: 2 o nProfile (V3)

Establish WebSocket Connection| Establish WebSocket Connection
with Security Profile: 1 ole with Security Profile: 1

€ CS Boot process »le CS Boot process >




11: CS Impersonation

CS

CSMS

Attacker

Establish WebSocket
Connection

CS Boot process
— —'k SN: E2507-8420-1275

>

Heartbeat

Establish WebSocket
Connection : |

A

CS BootNotification
SN: E3507-8420-1275 ‘—

A A

Boot rejected

Heartbeat

CS BootNotification

SN: E1507-8420-1275 <—

A

Boot rejected

Connection closed

>

CS BootNotification
SN: E2507-8420-1275 ‘

A A

Boot accepted

»
>

Duplicate SN in BootNotification is undef behaviour (V4)
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Five OCPP Design Vulnerabilities

V1: SP2 upgrade CSMS root cert injection

V2: SP3 upgrade client CSR substitution

V3: Unprotected SP downgrade via legacy profiles
V4: Undefined behavior with duplicate SN

V5: Unauth CS connection status tracking (12 attack)

Wide Impact on OCPP: charging fraud, tracking EVs, DoS
smart grid, ...
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Finding OCPP Attacks and Vulnerabilities?
- OCTT

- Official compliance test (no security)
- Paywalled (20K USD), closed-source

- OCPPStorm

- OCPP fuzzer (memory corruption)
- No design and impl logic vulns

- We created CheckOCPP and EmuOCPP!

- Open, low-cost, scalable
- Security, privacy, safety
- OCPP Vv1.6,v2.0.0,v2.0.1, SP1, SP2, SP3

29


https://openchargealliance.org/test-tool/
https://www.ndss-symposium.org/ndss-paper/auto-draft-457/

CheckOCPP



CheckOCPP

- Real-Time Interception
- Deep Extraction
- Dynamic Validation

[Xs

CSs

Compliant OCPP Request "l Compliant OCPP Request N

CheckOCPP e

Compliant OCPP Response ) & Compliant OCPP Response

Non-compliant OCPP Request).Non-compIiant OCPP Request).

Compliant OCPP Response & Compliant OCPP Response

31



CheckOCPP - Architecture

. Validation function
‘ JSON -> Lua Table Validator

OCPP

validation
functions
JSON
OCPP schemas
1 JSON payload valid?
Packet analyzer JSON -> Lua Table Validation :
J Error?
OCPP packet

Lua+cjson parsing with structured OCPP tables
Schema validation + error highlighting in Wireshark



CheckOCPP - Validation error highlighting (2.0.1)

‘N ocpp2.0.1

No. Time Sou Desti Protocol Length Info
‘ 9 1.405789808 . fe.. OCPP 2.0.1 246 WebSocket Text [FIN] [MASKED]
10 1.408073042 . fe.. OCPP 0.1 198 WebSocket Text [FIN]
12 1.411566991 . fe.. OCPP 2.0.1 151 WebSocket Text [FIN] [MASKED]
0.1
0.1

2
2
13 1.412825814 . Te.. OCPP 2.0. 136 WebSocket Text [FIN]
791947632 2 1048 WebSocket [FIN]
. 794968579 »xt [FIN] [MASKED]

Frame 37: 1048 bytes on wire (8384 bits), 1048 bytes captured (8384 bits) on interface any, id ©
Linux cooked capture vi
Internet Protocol Version 6, Src: fe80::e3a6:46e4:bff9:fb8e, Dst: fe80::e3a6:46e4:bff9:fb8e
Transmission Control Protocol, Src Port: 9005, Dst Port: 34500, Seq: 497, Ack: 643, Len: 960
WebSocket
OCPP Non-Compliant Packet
Error during schema validation: property "certificateType" validation failed: matches none of the enum values

1.
| ¢
55
f..

{ v v v v w

OCPP 2.0/2.0.1 parsing with mixed packets
Protocol violations detection (invalid fields)

33



CheckOCPP - Sensitive data

[A]ocpp2.0 || ocpp2.0.1 || ocpp1.6

No. Time Source Desl Protocol Length Info
9 11.970862473 fe80::e3a6:46e4:.. f.. OCPP 2.0.1 245 WebSocket Text [FIN] [MASKED]

10 11.977420839 fe80::e3a6:46e4:.. f.. OCPP 2.0.1 196 WebSocket Text [FIN]
11 11.980614818 fe80::e3a6:46e4:.. f.. OCPP 2.0.1 149 WebSocket Text [FIN] [MASKED]
12 11.983355333 fe80::e3a6:46e4:.. f.. OCPP 2.0.1 135 WebSocket Text [FIN]
44 22.018151683 fe80::e3a6:46e4:.. f.. OCPP 2.0.1 135 WebSocket Text [FIN] [MASKED]
45 22.020017291 f.. OCPP 2.6.1 135 WebSocket [FIN]

I .003827005 155 220 215 WebSocket
74 30.006591730 e3a6:46e4:.. f.. OCPP 2.0.1 155 WebSocket Text [FIN] [MASKED]
98 32.022107410 fe80::e3a6:46e4:.. f.. OCPP 2.0.1 136 WebSocket Text [FIN] [MASKED]

» Frame 72: 215 bytes on wire (1720 bits), 215 bytes captured (1720 bits) on interface any, id ©
» Linux cooked capture vi
» Internet Protocol Version 6, Src: fe80::e3a6:46e4:bff9:fb8e, Dst: fe80::e3a6:46e4:bff9:fb8e
» Transmission Control Protocol, Src Port: 9005, Dst Port: 52718, Seq: 541, Ack: 667, Len: 127
» WebSocket
~ OCPP Protocol Payload
Message Type: 2 (2=Request, 3=Response, 4=Error)
Message ID: "1a23dfcc-b844-4372-bb40-3d9cd7a90a8b"
Message Name: "ReserveNow"
~ Payload (JSON): Payload
expiryDateTime: 2025-01-30T11:23:18Z
idis 1
~ idToken: Nested Data
idToken('1422334455667158J>
type: 1S014443 =

Sensitive data display (e.g., idTokens)
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EmuOCPP



EmuOCPP: A Charging Network in a Laptop

Mininet

Mininet: An Instant Virtual Network on Your Laptop (or Other PC) - Mininet
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https://mininet.org/

EmuOCPP - Requirements

R1: OCPP 1.6, 2.0, 2.0.1

R2: OCPP SP1, SP2, and SP3
R3: Emulate OCPP network
R4: Test S&P

RS5: Scalable

R6: Open and low-cost
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EmuOCPP - Features

Virtualized enviroment

-

OCPP 2.0.1CS

Container

e
Host 1
OCPP16CS

Emulated network

Container

S e —°T°— bl e
P L/
Host 2 swWi1 o SW2

pmy
Host 3
OCPP2.0CS

Container

Container

dd
Host 4
CSMS allowi

Container

y -y
Host 5

CSMS not allowing

duplicated S

duplicated SN

ng

i

Host Operating System

Infrastructure
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~

Message Version Category
Heartbeat 1.6,2.0,2.0.1 Core
BootNotification 1.6,2.0,2.0.1 Core
Authorize 1.6,2.0,2.0.1 Core
StatusNotification 1.6:2:0.:2:0:1 Core
TransactionEvent 2.0,2.0.1 Core

Reset 2.0,2.0.1 Core
SignCertificate 1.6,2.0,2.0.1 Security
InstallCertificate 1.6,2.0,2.0.1 Security
CertificateSigned 1.6,2.0,2.0.1 Security
GetVariables 2.0,2.0.1 Config&Mgmt
SetVariables 2.0,2.0.1 Config&Mgmt
SetNetworkProfile 2.0,2.0.1 Config&Mgmt
GetConfiguration 1.6 Config&Mgmt
ChangeConfiguration 1.6 Confige&Meomt
TriggerMessage 2.0,2.0.1 Remote control
ExtendedTriggerMessage 1.6 Remote control
ReserveNow 1.6,2.0,2.0.1 Reservation

EmuOCPP Supports 17 OCPP Messages

Core

Security

Config
&Mgmt

Remote ctrl
Reservation
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EmuOCPP GUI

Drag and Drop Network Editor

RT
RTe: RTe
!’
H1
Ca v__-gf
RO
’ R1 SW2
SWO0
CLIO SW1
cuz
an CLI6
CLIS
iz cus3 cua

Add Client Add Server Add Router Add Switch Add Host J Add DNS ‘ Connect Elements ‘ ZoomIn Zoom Out

server0

Modify Client
Name |cLn
Version v2.0.1
Security Profile 3

¥ Connect to DNS

URL |ocpp-simulator.com
DNS [DNs1
Network Configuration Priority 10,1

Network Profile Connection Attempts 12

Cert Signing Wait Minimum |30
Add Profile
sp [
OCPP Version OCPP201
Profile 1
sp 2
OCPP Version OCPP201

-

Remove ‘

Remove

-

[ |
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EmuOCPP YAML Configuration

Config CS version and SP

Define topology: routers, CS, CSMS
Auto-generate creds and certs

Easy sharing

One-click deployment
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EmuOCPP M1 M2 M3 Attacks Demo



http://www.youtube.com/watch?v=SGDdzIhObLg

Evaluation
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Mobility House [ref]

e Python OCPP library
o CS/CSMS framework

e Protocol implementation
o Multi-version support

e Development toolkit
o Extensible codebase

)

TH= MO3ILITY HOUS=
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https://github.com/mobilityhouse/ocpp

SteVE [ref]

e Open-source CSMS

o Java-based

e OCPP 1.6 support

o Single-version implementation
o No security profiles

e Backend system
o Central management
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https://github.com/steve-community/steve

OpenEVSE [ref]

e Open-source EV charger
o Hardware/software platform

o OCPP1.6
o No security profiles

e Charging infrastructure
o Real device

e Embedded system

o Custom firmware

%':‘OpenEVSE
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https://github.com/OpenEVSE

Open E-Mob CS [ref]

e Charging station simulator
o Node.js application

e OCPP 1.6 support

o CS emulation
o No security profiles

e TJesting tool
o Simulated environment
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https://github.com/sap/e-mobility-charging-stations-simulator

OCPP.Core [ref]

o OSCSMSin.NETS8

e OCPP1.6Jand?2.0
(JSON/REST)

e Web Ul managing CS and
RFID

e |mplements load mgmt and
registration.
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https://github.com/dallmann-consulting/OCPP.Core

Evaluation Results (2025)

Target Ver SP (M1 M2 M3 M4 El1 DI 11 I2
Mobility House 1.6 Al v v v v v v o/ 7
Mobility House 20 Al v v v v v &« & A«
Mobility House  2.0.1 All v v v v v ot o
Open E-Mob 1.6 None | v NA NA NA V  F
OpenEVSE 16 None | v NA NA NA V NA VvV V
OCPP.Core 16 None | v NA NA NA V/ A S
OCPP.Core 20 None | v NA NA NA V/ oo X/
Prod Network 16 SP2 |[NA NA NA NA NA Vv V V/

1CS, 4 CSMS, 4 CS&CSMS
v . Vulnerable, NA: Not Applicable, X: Not vulnerable



Mitigations



Mitigations - MitM protections (M1, E1)

T x &%
N~ —

Enforce SP2/SP3 trusted certificates
Prevent LL MitM attacks
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Mitigations - Certificate attacks (M2, M3)

Restrict trusted root certificates
Enforce certificate chain validation
Avoid permissive trust models
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Mitigations - Downgrade attack (M4)
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Mitigations - DoS/DDoS (D1)
Ed
“EN

Ty
, 4 e
=
N_ =
A
h
Apply rate limiting protections
Use WAF and filtering
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Mitigations - Identity & Leakage attacks (11 & 12)

« Allowlist valid CS IDs

. Enforce single CS connection
. Hide status from unauth CS

« Detect anomalous reconnects
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Disclosure and takeaways
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Responsible Disclosure (2025)

- OCA answered quickly and organized a meeting
- Updated OCPP security certification tests

- New security white papers

- No technical internal meeting

- Asked to jointly present at VehicleSec

- No OCPP bug bounties
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https://openchargealliance.org/ocpp-info-whitepapers/
https://www.usenix.org/conference/vehiclesec25

Takeaways

- OCPP 1.6 widely deployed, under-secured

- OCPP 2.x is an underexplored attack surfaces

- SP3 and SP2 can be bypassed in practice

- TLS does not mean OCPP security by desing

- Many real-world CS and CSMS are vulnerable to critical
attacks (MitM, Impersonation, DoS)
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Conclusions and Q&A

- OCPP spec security assessment

- 8 OCPP attacks (5 are new), (MitM, Imp, DoS, Eave)

- 5 new OCPP design vulns (SP upgr/downgr, ...)

- Exploit 6 popular CS and CSMS (MobHouse, SteVe, ...)
- 5 effective attacks fixes

- https://qgithub.com/vig27/CheckOCPP

- https://qgithub.com/vfg27/EmuOCPP
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https://github.com/vfg27/CheckOCPP
https://github.com/vfg27/EmuOCPP

