
CTRAPS: CTAP Client Impersonation 
and API Confusion on FIDO2 

DEF CON 33 
M. Casagrande             D. Antonioli 



Daniele Antonioli
● Asst. Prof at EURECOM (France) 

○ Software and System Security (S3) group 
● Research security and privacy

○ Bluetooth (BLUFFS, BLURtooth, BIAS, KNOB, …)
○ E-Scooters (E-Spoofer, E-Trojans, …)
○ FIDO2 (CTRAPS, …)
○ Web tracking (FP-tracer, …)
○ …

● More at https://francozappa.github.io

2

https://www.eurecom.fr/en
https://www.s3.eurecom.fr/
https://francozappa.github.io


Marco Casagrande
● Postdoc at KTH (Sweden), 

○ Networked Systems Security (NSS) group P. Papadimitratos
○ PhD at EURECOM (France), Dec 2024, D. Antonioli  

● Research in Security and Privacy
○ Proprietary protocols (fitness trackers, e-scooters, …)
○ Standard protocols (BLE, Wi-Fi, NFC, FIDO2, …)
○ Mobile (Android, …)

3

https://www.kth.se/
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CTRAPS Talk Outline
1. Introduction
2. Background and Threat Model
3. Client Impersonation (CI) Attacks and Demo
4. API Confusion (AC) Attacks and Demo
5. Vulnerabilities and Toolkit
6. Evaluation
7. Countermeasures and Disclosure
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Introduction



FIDO2 Introduction
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● Fast IDentity Online 2 (FIDO2)
○ Open authentication standard
○ Resilient to phishing (password compromise)
○ Authenticator: USB dongle, smartphone, …
○ Credentials: key pairs used to authenticate

● Second-factor auth (2FA)
○ Login with username, password, and Authenticator

● Passwordless auth (passkey)
○ Login with Authenticator



FIDO2 Auth Flow (simplified) [ref]
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CTAPWebAuthn

https://www.researchgate.net/publication/371124334_Fast_IDentity_Online_with_Anonymous_Credentials_FIDO-AC


FIDO2 Entities and CTAP and WebAuthn Protocols
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CTRAPS Motivation
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● Focus on the security and privacy of the CTAP protocol
○ Attacks: CTAP Client impersonation and CTAP MitM
○ Impact: delete creds, track, DoS, privacy leak, …
○ Regardless of CTAP transport (USB, NFC, BLE)
○ Affect also RP (cannot login, …)

Auth User

Relying Party (RP)
CTAP (USB,

NFC, or BLE)
WebAuthn 

(TLS)

Client



CTRAPS Contributions
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● 8 CTAP design vulns (V1, …,V8)
○ Affecting millions of FIDO2 devices (billions of credentials) 

● 11 CTRAPS attacks
○ 4 Client Impersonation (CI1, …, CI4)
○ 7 API Confusion MitM (AC1, …, AC7)

● Open source CTRAPS toolkit 
○ Virtual CTAP testbed, 4 attack Clients, …

● Evaluation exploiting 16 FIDO2 entities 
○ 6 Auth (Yubico, Feitian, …), 10 RP (Apple, Microsoft, Nvidia, …)

● Discuss 8 design fixes compliant with FIDO2

https://github.com/Skiti/CTrAPs


Background and Threat Model



FIDO2 Credentials and Authentication
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● FIDO2 credentials
○ ECDSA key pairs, sign (prikey), verify (pubkey)
○ Non-discoverable: enc prikey stored on RP (2FA)
○ Discoverable: enc prikey stored on Auth (passkey)
○ Cred prikey encrypted with Auth master key

● FIDO2 auth flow
○ Make a FIDO2 cred and store cred keys
○ Use Auth cred to authenticate User to RP
○ Challenge from RP, signed response from Auth 



CTAP Introduction
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● CTAP (Client to Authenticator Protocol)
○ Standard AL protocol over USB, NFC, or BLE
○ Client request and Auth respond

● CTAP1 (known as U2F) 
○ Standardized 2FA with non-disc creds
○ Authenticator API (create cred, auth cred, …)

● CTAP2 (latest v2.2)
○ Standardized passwordless with disc creds
○ Extended Authenticator API (cred tracking protection, …)

https://fidoalliance.org/specs/fido-v2.2-ps-20250228/fido-client-to-authenticator-protocol-v2.2-ps-20250228.html


Focus 7 Core CTAP Authenticator APIs
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User Verification (UV): eg: PIN on Client verified by Auth
User Presence (UP): eg: Auth and Client are in NFC range

EnumRpis,
EmumCreds, ...



CTRAPS Threat Model
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CTAP WebAuthn Relying 
PartyAuthenticator Client

UP

CI Client

Victim User

MitM

Attacker focuses on CTAP 
design issue, is in proximity 
or remote, and does not 
compromise Auth or Client.

UV



Client Impersonation (CI)
Attacks and Demos



CTAP Authenticator API Call (UV, UP)
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Auth and Client run 
PIN/UV Auth protocol if 
API_A requires UV

UV reusable within a 
session

UP test if API_A 
requires UP



CI1: Factory Reset Auth
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Reset requires UP 



DEMO CI1: Factory Reset Auth over NFC
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http://www.youtube.com/watch?v=LqJinONml90&t=4


CI2: Track User from Discov Creds in Auth
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GA=GetAssertion, no UV if CredProtect=off. Eg: Apple, Microsoft 



DEMO CI2: User Tracking via Creds over NFC
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http://www.youtube.com/watch?v=9n4YxWlkAe8


Four Client Impersonation (CI) Attacks Summary
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● CI1: Factory Reset Authenticator (Reset)
● CI2: Track User from Credentials (GetAssertion)
● CI3: Force Authenticator Lockout (ClientPin)
● CI4: Profile Authenticator (GetInfo)



API Confusion (AC)
Attacks and Demos



API Confusion (AC) Attack Technique
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Attacker confounds 
API_A with API_B.

Runs if API_A 
requires UV
 

Runs if API_B
requires UP
 



AC CTAP API Combinations
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✓1 : NFC  ✓2 : CredProtect=off (default)



AC2: Factory Reset Auth
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API_A requires UP like 
Reset, eg: Get Assertion, 
Selection,...



AC1: Delete Discov Creds
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API_A requires UV, eg: 
MakeCredential, 
ClientPin,... 

Attacker calls 
CM=CredMgmt N times with 
different subcommands 
reusing UV



DEMO AC1: Delete Discov Creds over USB
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http://www.youtube.com/watch?v=_zSIGeIW1R8&t=14


Seven API Confusion (AC) Attacks

33

● AC1: Delete Discoverable Creds (CredMgmt)
● AC2: Factory Reset Authenticator (Reset)
● AC3: Track User from Credentials (GetAssertion)
● AC4: Fill Authenticator Credentials Storage (MakeCred)
● AC5: Force Authenticator Lockout (ClientPin)
● AC6: Authenticator DoS (Selection)
● AC7: Profile Authenticator (GetInfo)



Vulnerabilities and Toolkit



CTRAPS Eight CTAP Design Vulns
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● V1: Unauthenticated CTAP Client
● V2: No Authenticator feedback about API call
● V3: NFC range provides UP
● V4: Weak destructive APIs authorization
● V5: User trackable via CredId and UserId
● V6: Reset does not require UV
● V7: CredMgmt does not require UP
● V8: Selection is usable for DoS



Map CI and AC Attacks to Vulns
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Re
GA
CP
CI

CM
Re
GA
MC
CP
SE
GI



CTRAPS Toolkit
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1. Virtual CTAP testbed
2. Four attack Clients
3. CTAP Wireshark dissector 

https://github.com/Skiti/ctraps


CTRAPS Toolkit: Virtual CTAP Testbed
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● Virtual RP and CTAP Client
○ Tests physical Auths without breaking real systems

● Extending Yubico fido2-python 
○ Raw CTAP packets
○ Customizable Client config (UV, UP, ECDH, extensions, …)
○ Templates for existing Relying Party (RpId, CredProtect, …)

https://github.com/Yubico/python-fido2


CTRAPS Toolkit: Four Attack Clients
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● Android app for CI over NFC
○ Runs on attacker’s phone, 2cm max range (Redmi 5 Plus)

● Proxmark3 Lua script for CI over NFC 
○ Custom CTAP API over ISO14443A, 6.5cm max range

● Android app for CI over NFC
○ Runs on victim’s phone
○ Custom CTAP API over Android NFC API

● Electron app to simulate AC over USB
○ MitM on USB HID traffic using node-hid lib

https://www.npmjs.com/package/node-hid


Evaluation
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Setup: Test 6 Popular Authenticators
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Setup: Test 10 Popular Relying Parties
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Cred type, DiscWeak = discoverable and unprotected



Result: Exploit 6 Authenticators
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Auths vulnerable to all CI attacks
Auths vulnerable to all AC attacks 
n/a: not applicable as Auth does not implement Selection



Result: Exploit 10 Relying Parties
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Cannot login and lost creds, Account trackable, Cannot login
n/a: not applicable because RP does not support Disc Creds



Countermeasures and Disclosure
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CTRAPS Countermeasures (CN fixes VN) 
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● C1: Trusted CTAP Client
● C2: Authenticator visual feedback
● C3: User interaction for UP over NFC
● C4: Dedicated PIN for destructive APIs (CM, Re, …)
● C5: Dynamic and UV-protected CredId and UserId
● C6: Reset must require UV (on Client)
● C7: CredMgmt must require UP
● C8: Rate limiting Selection calls



CTRAPS Disclosure
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● FIDO Alliance
○ Nov 2023: first contact
○ May 2024: feedback, request to disclose to vendors

● Authenticator Vendors
○ Dec 2023: Yubico, Solo, Feitian, Google (P2/S2)
○ Yubico CVE-2024-35311 [YSA-2024-02]

● Relying Parties
○ Dec 2023: Microsoft, Apple

https://nvd.nist.gov/vuln/detail/CVE-2024-35311
https://www.yubico.com/support/security-advisories/ysa-2024-02/
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Grazie! Q&A

https://francozappa.github.io/publication/2025/ctraps/

https://francozappa.github.io/publication/2025/ctraps/


Backup
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FIDO2 Alliance Board Members [ref]
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https://fidoalliance.org/members/


CTRAPS CVE-2024-35311 [YSA-2024-02]
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● Yubico implementation-specific issue
○ Leaks Relying Parties stored in Auth
○ No UV required

● Affected YubiKeys
○ All YubiKey 5, Security Key, Bio, FIPS, and CSPN Series
○ Fixed in newer keys
○ Not patched in old keys (no firmware update)

https://nvd.nist.gov/vuln/detail/CVE-2024-35311
https://www.yubico.com/support/security-advisories/ysa-2024-02/


DEMO Yubico Auth CVE-2024-35311
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http://www.youtube.com/watch?v=NN4lePsjFCU

