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Motivation

7

●  Non-compliance –>  Can introduce exploitable implementations.

 Existing tool (OCTT) maintained by OCA  is closed-source and 
behind a paywall (€3,000–€18,000).

●  Multiple versions and features makes it hard to conduct traffic 

analysis without proper dissection of OCPP packets. 

→ Need for an open-source solution  to dissect and 
compliance check OCPP traffic  for all versions.



CheckOCPP : Design 
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CheckOCPP :Architecture
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CheckOCPP : Implementation

CheckOCPP 
supports the 76 
distinct OCPP 
messages across 
ver 1.6, 2.0, and 
2.0.1.

…  etc
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Evaluation Setup 
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For OCPP 1.6
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For OCPP all versions



Dissection
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Compliance

CheckOCPP successfully identified three noncompliant messages, including an 
improperly formatted GetConfiguration for the EmonEVSE device
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Summary
● We present CheckOCPP, a novel OCPP toolkit for packet 

dissection and compliance checks.

●  We validated CheckOCPP in an evaluation against Mobility 
House (OCPP 2.0 & 2.0.1) and EmonEVSE (OCPP 1.6) & 
EmuOCPP. 

● Open-Sourced here : https://github.com/vfg27/CheckOCPP

17

https://github.com/vfg27/CheckOCPP

