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Threat Assessment and DIMVA
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- Threat assessment
- Identify, prioritize, and remediate threats

- Core topic at DIMVA!
- 25: Sourcerer: Channeling the void [ref]
- 24: Acoustic Side-Channel Attacks on a Computer Mouse [ref]
- 23: White-Box Concealment Attacks Against Anomaly 

Detectors for Cyber-Physical Systems [ref]
- Talk on IoT Threat Assessment

- AttackDefense Framework (ADF) [TECS’25]

https://link.springer.com/conference/dimva
https://link.springer.com/chapter/10.1007/978-3-031-97620-9_5
https://link.springer.com/chapter/10.1007/978-3-031-64171-8_3
https://link.springer.com/chapter/10.1007/978-3-031-35504-2_6
https://francozappa.github.io/publication/2025/adf/


Talk Outline
1. Emerging IoT Threats
2. Threat Modeling
3. AttackDefense Framework (ADF)
4. ADF Evaluation on Crypto Wallet
5. Future of ADF and Conclusion
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Emerging IoT Threats
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Internet of Things (IoT)
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Dongles, EV chargers, E-scooters, home automation, …

More embedded computers than laptops, desktop, and 
servers!



IoT Threat Assessment is Essential
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IoT is a huge attack surface: hw, sw, fw, supply chain, …

Large-scale impact: security, privacy, safety 



IoT Threats: User Authentication
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FIDO2 Authentication (2FA, 1FA)
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CTRAPS threats on FIDO2 [ref]
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Authenticator
(Auth)

User

Relying Party
(RP)

WebAuthn 
(TLS)

CTAP (USB,
NFC, or BLE)

Impersonation and MitM threats on CTAP?

https://francozappa.github.io/publication/2025/ctraps/


CTRAPS CI1 Attack: Factory Reset Auth via NFC
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IoT Threats: Electric Vehicles
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EmuOCPP threats on OCPP [ref]
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CS 
(OCPP client)

OCPP msg1
OCPP msg2

CSMS 
(OCPP server)EV

Impersonate/MitM CS and CSMS via OCPP?

https://francozappa.github.io/publication/2025/emuocpp/


M2: OCPP MitM via Insecure SP2 Upgrade
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Rogue CSMS 
root certificate 
injection (V1)



So many IoT Threats → Threat Modeling!
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More uncovered IoT threats: E-Trojans, MaDoS, BLERP, …

LLM and agents speed up (Glasswing, …)

IoT is and will be vulnerable!

Threat modeling to assess IoT vulns quickly, at scale with 
low-cost

https://francozappa.github.io/publication/2026/etrojans/
https://francozappa.github.io/publication/2026/mados/
https://francozappa.github.io/publication/2026/blerp/
https://www.anthropic.com/glasswinghttps://www.anthropic.com/glasswing


Threat Modeling
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Threat Modeling Core Questions (Shostack)
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https://owasp.org/www-project-threat-modeling/


Threat Modeling Phases

17

Data Flow Diagram, Sequence Diagram, …

STRIDE, LINDDUN, Attack trees, …

CVSSv2, CVSSv3, …

Tests, report, mitigations, patches, …



IoT Threat Modeling? An Open Problem! 
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New surfaces: hardware, firmware, supply, sensors, 
actuators, …
New attacks: Side channel, Fault injection, Supply chain, 
Wireless, Tracking, …



IoT Device Lifecycle
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IoT device must be secure 
from its inception until it is 
disposed → Secure IoT 
Lifecycle and Supply 
Chain



IoT Lifecycle Threat Modeling? Nada!
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Jim Allchin, 2006. It’s too 
late if you find problems in 
testing. And it’s too late if 
security holes make it into 
a build of the software. 
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Solution: AttackDefense Framework [TECS25] 

https://dl.acm.org/doi/pdf/10.1145/3698396


ADF
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ADF 7 Requirements (genius of the AND)
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1. Attack and Defense
2. Security and Privacy
3. Hardware and Software
4. Product and Lifecycle
5. Fine and Coarse grain
6. Reusable and Updatable
7. Machine and Human friendly

https://www.jimcollins.com/concepts/genius-of-the-and.html


ADF Workhorse: AD Object
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Data structure to model a 
threat.

Multi-dimensional: attack, 
defense, surface, …

Generic: hw, sw, …

PL agnostic: JSON, YAML, 
Python, …



AD Object: ad_name
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ad_name: unique string 
describing a threat.

Eg: knob_bc, 
krack_wifi, spectre_v1, 
…



AD Object primary fields: a
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a: string describing an 
attack with an arbitrary 
level of abstraction 
(e.g., coarse-
grained or fine-grained)



AD Object primary fields: d
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d: dict modeling 
defense strategies.

A dict has a abstract 
policy string and a list 
of concrete 
mechanisms
strings satisfying it.



AD Object primary fields: surf
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surf: ordered list of 
strings describing the 
attack target

Each list element 
narrows down the 
attack surface.



AD Object primary fields: vect

29

vect: list of strings 
containing the attack 
techniques

Eg: downgrade, 
brute-force, replay, bof, 
fault, side chan, …



AD Object primary fields: model
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model: list of strings 
with attacker models 
capable of performing 
the attack

Eg: remote, physical, 
proximity



AD Object primary fields: tag
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tag: list of strings 
storing useful metadata

Eg: AD type, S&P 
tradeoffs, …



AD Object optional fields

32

Optional and user 
extensible fields like 
year, cve, cwe, capec, 
vref, …



Eg: AD for KNOB Attack on BLE [ref]

33

https://francozappa.github.io/publication/2020/knob-ble/


Eg: AD for KNOB Attack on BLE [ref]
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https://francozappa.github.io/publication/2020/knob-ble/


Our ADs on GitHub!
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https://github.com/francozappa/adf/tree/main/catalog 

https://github.com/francozappa/adf/tree/main/catalog


AD homework for you: bleed.yaml
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cd; mkdir ads; cd ads

touch bleed.yaml

Fill the files with ADs modeling 
bleed-attacks (with logos)

Send a pull request to here 

https://github.com/francozappa/adf


ADF Components
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AttackDefense Framework Block Diagram
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AttackDefense Framework: Catalog [ref]
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Open source yaml files 
containing ADs we 
developed. Eg: Bluetooth 
security ADs in bt.yaml

https://github.com/francozappa/adf/tree/main/catalog
https://github.com/francozappa/adf/blob/main/catalog/bt.yaml


AttackDefense Framework: Parse
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Parse ADs from
YAML, TOML, JSON, and XML 
files into Python dictionaries.



AttackDefense Framework: Check
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Syntax check using yamllint [144] 
to avoid duplicates and wrong 
indentations

Semantic check on the Python dict 
and optional wordlists.



AttackDefense Framework: Analyze
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Flat (set, maps) and 
Hierarchical (chains, trees, 
wordclouds) AD 
representation.



BLE Pairing Security AD Tree
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Branches gen from ADs surf vectors, eg: [BLE, Pairing, Association]



ADF Bluetooth Security Word Cloud
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iOS Pegasus Spyware AD Chain [ref] 
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https://www.securin.io/articles/pegasus-spyware-snoops-on-political-figures-worldwide/


ADF Evaluation
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Eval target: Crypto Wallets

47



Crypto Wallet Block Diagram
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Crypto Wallet Attack Surfaces

49

BLE proto 
design and 

Impl

SC, FI, 
march, 
spec ex

Presilicon 
RISC-V 

tests

FIDO2 
Auth

Invasive 
IC 

attacks



Crypto Wallet Lifecycle
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Crypto Wallet Lifecycle Threats
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IEC 62443 
Secure OT and 

automation  
Lifecycle

https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards


1. EURECOM (BLE)
2. Security Pattern (FIDO2)
3. Security Pattern (Lifecycle)
4. KUL (FI, SCA)
5. KUL (march)
6. NXP (SE)
7. Texplained (PHY IC)

Full stack coverage with 7 Expert Teams!
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Crypto Wallet ADF Evaluation (175 ADs)
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175 ADs, 7 expert teams across industry and academia.
Coverage: LC: Lifecycle, SE: Security, PO: Product, HW: Hardware, 
FW: Firmware, PR: Privacy, SW: Software, PT: Protocols



SolarWinds Supply Chain Attack [ref]
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https://www.activestate.com/blog/how-to-avoid-becoming-the-next-solarwinds/


SolarWinds Supply Chain Attack AD [ref]
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https://www.activestate.com/blog/how-to-avoid-becoming-the-next-solarwinds/


Focused Ion Beam (FIB) Invasive Attack [ref]
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https://dl.acm.org/doi/abs/10.1145/2508859.2516717


Focused Ion Beam (FIB) Mod Attack AD [ref]
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https://dl.acm.org/doi/abs/10.1145/2508859.2516717


Spectre microarch leak [ref]
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https://ieeexplore.ieee.org/document/8835233


Spectre microarch leak AD [ref]
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https://ieeexplore.ieee.org/document/8835233


ISA/IEC 62443-4-1 Secure Lifecycle [ref]
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Processes a vendor must follow to 
develop, test and maintain an ICS 
securely throughout its lifecycle. 

Four maturity levels to assess 
these processes.

Eight Secure Dev Practices

1. Security Mgmt (SM)
2. Spec of Security Reqs (SR)
3. Secure by Design (SD)
4. Secure Impl (SI)
5. Security Verif and Valid (SVV)
6. Incident Response (DM)
7. Security Update (SUM)
8. Security Guidelines (SG)

https://cytal.co.uk/blog/iec-62443-4-1-secure-development-lifecycle-requirements-explained/


ISA/IEC 62443-4-1 Secure Lifecycle AD [ref]
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https://webstore.iec.ch/publication/33615


Future of ADF and Conclusion

62



ADF Limitations and Next Steps
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Module generating ADs from text, voice, …

Module trained with our catalogue discovering new threats!

Agents threat modeling!

More attack surfaces! (Rowhammer, …)

Funding!



Ack to papers co-authors!
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Ack to ORSHIN [ref]
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https://horizon-orshin.eu/


Ack to funding bodies
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Threat Model IoT! Thanks. Q&A 
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https://francozappa.github.io/publication/2025/adf/ 

https://francozappa.github.io/publication/2025/adf/

